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Preface

Building a secure containerized environment is a complex process that requires
a comprehensive understanding of the container stack and the hardware and
software infrastructure on which itis builtupon. The recent raise of Kubernetes as a
container orchestrator solution expands the complexity and the security challenges
of the container stack either on premise or in the cloud. Securing both systems
requires a good understanding of the threat landscape, reference to the associated
risks and knowledge of the powerful tools that have become increasingly popular
in the cybersecurity field.

This book is designed to provide a comprehensive guide to understanding security
best-practices for containers and Kubernetes. It covers a wide range of topics,
including the concepts behind the virtualization of the container stack, advanced
topics such as securing container automation and orchestration, and how to secure
the Kubernetes cluster for building secure microservices.

Throughout the book, you will learn about the key concepts and techniques
needed to secure a container platform from the ground up, including hardware
and operating system. You will also learn about best practices and design patterns
to apply security best-practices to application and microservices and you will be
provided with numerous practical coding examples to help you understand and
reproduce the concepts.

This book is intended for security practitioners, DevOps engineers, security
engineers, cloud engineers, platform engineers, and cloud architects who play
a pivotal role in containerization and Kubernetes deployment. This book is also
intended for experienced professionals who want to expand their knowledge with
some peculiar security best-practices or techniques in building robust and secure
container and Kubernetes stacks.

With this book, you will gain the knowledge and skills to visualize the entire
container stack and the security gaps that should be addressed to reduce the
attack surface and increase the security posture of your container and orchestrator
platforms, but also to obtain hands-on strategies for measuring, analyzing and
evaluate the impact of threats and vulnerabilities. I hope you will find this book
informative and helpful.

Chapter 1: Containers and Kubernetes Risk Analysis — provides a high level
overview of the risks associated with the implementation of the container platform
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and the Kubernetes orchestrator, including the risks associated with the underlying
hardware and software infrastructure. It also provides a brief overview of the risk
associated with container images and container registries as essential components
of the container stack.

Chapter 2: Hardware and Host OS Security — presents a detailed overview of the
main in-hardware security features that have direct impact on the virtualization
technology and therefore on the container stack. It also presents a detailed
overview of the main operating system security features that can be leveraged by
one or more layer of the container stack including Kubernetes.

Chapter 3: Container Stack Security — provides an overview of the container
systems available today to be integrated with Kubernetes, including Docker, and
the security best-practices needed to reduce the attack surface and strengthening
the network communication in a containerized environment. This chapter presents
also a full secure connection section to enable Docker to use TLS communication
that can be fully implemented to secure CI/CD systems.

Chapter 4: Securing Container Images and Registries — allows the reader to learn
fundamental concepts related to container images and container registries. Image
hardening and file configuration are the baseline upon which enabling a sufficient
security posture, while vulnerability scanning helps to determine the image life
cycle. This chapter also illustrates security strategies to store and retrieve container
image either in private or public registries, and how and when applying security
methodologies such as SAST or DAST.

Chapter 5: Application Container Security — describes in detail the security
aspects of the microservices model by recalling application security frameworks
such as OWASP CSVS and NIST SP-800.190. This chapter analyzes security testing
models such as SAST, DAST, IAST and RASP and when applying these throughout
the phases of the software development life cycle in a containerized environment.

Chapter 6: Secure Container Monitoring — shows an in-depth analysis of how to
secure the container stack at any layer of the container infrastructure. It describes
logic and methodologies behind container workloads, alerting and topology
visualization; it also illustrates how to ingest metrics into the chosen SIEM, and
how to detect a driftin a system behaviour by leveraging machine learning models.

Chapter 7: Kubernetes Hardening - provides a technical overview of the
Kubernetes architecture and how to improve the security of the cluster by applying
hardening to the control plane and data plane layers. This chapter highlights
the importance of securing the network communication within the cluster with
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a detailed walkthrough of the security techniques adopted to secure the cluster
runtime interface and the PODs. It also provides an overview of the common
treats the Kubernetes cluster is exposed to, including the POD escaping technique.

Chapter 8: Kubernetes Orchestration Security — is dedicated to introducing the
readers to the fundamental of the orchestration by discussing the complexity of
the Kubernetes cluster and how to apply security best-practices in high available
scaling environments. This chapter also asserts the importance of securing
fundamental components of the cluster such as the internal API system and the
admission controller, while highlighting the potential threat the orchestrator is
exposed to, and what are the recommended countermeasure.

Chapter 9: Kubernetes Governance - explains how to achieve a robust governance
security layer able to cover the main weakness the Kubernetes cluster by leveraging
policy engines that can propagate network and security policies. The chapter
also describes the admission controller threat model, how to secure resource
management and what are the limitation or missing security features affecting the
cluster today.

Chapter 10: Kubernetes Cloud Security - is dedicated to describing the security
features of the most popular Kubernetes cloud service solutions such as AWS EKS,
Azure AKS, and Google GKE. This chapter discusses the shared responsibility
models typical of the public cloud providers, and the new 4C security model
recently created by the Cloud Native Computing Foundation. This chapter also
describes the security peculiarities of less popular Kubernetes services such as
OpenShift, Rancher and Tanzu.

Chapter 11: Helm Chart Security - explains best-practices to secure the most
popular Kubernetes package manger, how to introduce integrity into external
packages handling by the mean of cryptography, and how to establish a circle of
trust implementing public keys verification into infrastructure as code tools like
Terraform. This chapter also explains how to scan helm charts for vulnerabilities
and how to address supply chain security threats by adopting the SBOM model.

Chapter 12: Service Mesh Security — describes in detail the microservices
architecture and security benefits that the service mesh brings by running in
parallel with the workloads. This chapter explains the container network interface,
why the choice to use the Envoy proxy in the service mesh architecture and how
to secure it, and delves into the security aspects of the mutual TLS system. This
chapter also describes Istio security features, and the zero-trust networking model.
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CHAPTER 1

Containers and
Kubernetes
Risk Analysis

Introduction

At the time of writing the most popular version control system, GitHub hosts
nearly 143,000 repositories related to containers with over 23 million commits, while
over 106,000 repositories are related to Kubernetes with over 3 million commits.
The Kubernetes repository itself hosts nearly 110,000 commits. Those impressive
numbers are clearly the sign of an exponential growth that highlights how the
microservice age has evolved over the last few years. More than that, it is the sign of
how the need to adopt containerized solutions and how to manage them has become
prominent across the spectrum of the software development life cycle.

As containers and the use of Kubernetes grow, so does the need to secure the systems.
The most common cause of incident is the “known threat”: misconfiguration. Almost
70% companies reported a misconfiguration in their containerized environment,
making “ignoring the basics” the most common type of vulnerability.

Structure

In this chapter, we will discuss the following topics:

e Host OS Risks
o Attack Surface
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2 Security for Containers and Kubernetes

o System-Level Virtualization
o Component Vulnerabilities
o Authentication
o File System Integrity
e Image Risks
o Image Vulnerabilities
o Image Misconfiguration
o Embedded Secrets
o Embedded Malware
o Untrusted Images
e Registry risks
o Non-secure connections
o Stales images
o Authentication and Authorization
e Container Risks
o Container Runtime
o Network Traffic
o The Application Layer
o Rogue Containers
¢ Orchestrator Risks
o Admin Access
o Unauthorized Access
o Network Segregation
o Workload Levels
o Worker Node Trust

Objectives

This chapter aims to provide a brief but significant overview of the main risks
associated with the implementation of containerized solutions, including the
technical components often forgotten, especially in agile environments where the
DevOps methodology is applied.
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Containers and Kubernetes Risk Analysis [ 3

Host OS risks

Firstand foremost, whatisitahost, and whyitis animportant part of risk analyzing? A
host OS is the software that interacts with the underlying hardware, and it represents
the first layer of security we should look at from the software standpoint. In Chapter
2, Hardware and Host OS Security, we will also look at the hardware layer and its
intrinsic bond with the operating system. Container and orchestrator technologies
have surfaced along with the adoption of DevOps practices that attempt to improve
the integration between building and running applications; as a result, the Host OS
or operating system is something that is often overlooked due to the shift in focus.
Many readers are already familiar with the difference between the deployment of
applications within containers and virtual machines, but it is helpful recalling the
difference visually in Figure 1.1, Virtual Machines and Containers Structure, facilitating
the understanding of the risk this section aim to address. Refer to the following
figure:

Virtual Machines
VM1 VM2 VM3

APP3 Containers

APP1 APP2
Container Layer

Virtual Machine Manager HOST 0OS

Figure 1.1: Virtual Machines and Containers Structure

Figure 1.1, Virtual Machines and Containers Structure shows that regardless of the
deployment methodology, the operating system is a crucial component of that
deployment, except for some dedicated Cloud services like AWS ECS or Azure
container instances where the burden of maintaining the underneath OS layer shifts
back to the Cloud provider.

Bothapproachesallowmultipleapplicationstosharethesamehardwareinfrastructure,
but while the virtual machines use a hypervisor that provides hardware-abstraction
via a virtual machine manager, the containers approach allows multiple applications
to “share” the same operating system. From the security perspective, the hypervisor
is also responsible for providing hardware-level isolation across virtual machines,
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while the container service is responsible for enabling hardware-level resources for
running containers.

The thoughts about Cloud Managed Services would include a wider argumentation
thatis not the objective of this chapter, soitis deferred to Chapter 10, Kubernetes Cloud
Security, for a deeper analysis.

Attack surface

An operating system has an attack surface as much as any other platform or system.
The extension of the attack surface is strictly connected to the type of operating
system and to the technical philosophy behind it. A Linux desktop distro would
potentially have a wider attack surface than a Linux server minimal distro, and a
Windows 11 system would potentially have a wider attack surface than a Windows
Nano server system.

Containers-specific OS

Container Layer OS Container Layer

User Container Space System Container Space

Container Runtime

KERNEL

Figure 1.2: Container-specific OS

There are essentially two types of Host OSes: General-purpose OSes, such as Ubuntu,
openSUSE Leap, and RedHat Enterprise Linux; and Container-specific OSes, such
as CoreOS Container Linux (now Fedora CoreOS), openSUSE Leap Micro, and
RancherOS. The former category is the Host OS as we know it, typically used in any
known application environment, while the latter has been specifically designed to
have a minimalistic approach to run containers. In some cases, such as openSUSE
MicroOS, RancherOS or Clear Linux, the Host OSitselfis a containerized abstraction
of the operating system, capable of providing atomic updates via rolling release
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