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Preface

RHEL is the widely used enterprise level Linux distribution and learning Linux is the
demand of the hour. It is accepted as a de-facto standard worldwide to host several types
of servers because it is scalable , reliable, and durable . Most of the IT-Industry software
has Linux as its base, thus increasing the demand of specialists who can manage Linux
Servers and thus drive the IT industry. This book will help you understand the Linux
Operating System so that you will be the future Linux System Administrator.

In this book, you will learn the concepts of Linux/Unix from scratch easily and practically.
It offers a comprehensive guide for effectively handling, managing, and administering
one or multiple RHEL servers. It covers a wide spectrum of topics, including installation
of RHEL, managing services and processes, various user-level and administrative-level
commands, user management, managing filesystem and disk partitions, concepts of cloud
and containers, package installation and management, database and web server setup,
understanding shell scripts, strategies for enhancing server performance and much more.

After reading a wide array of topics given in this book, you will be able to install and
handle not only Redhat Linux servers but many of the other Linux distributions. This
book will allow you to become a competent Linux system specialist easily and practically.

This book is designed for System Engineers, Network Engineers, Linux Jr. Administrators,
and Windows Administrators who want to gain knowledge in managing RHEL on a daily
basis. This book also caters for the needs of Red Hat professionals who want to refresh
their knowledge and get comfortable in using RHEL 9.

Chapter 1: The First Step to Linux — This book starts with a basic understanding of Linux
Systems. In the first chapter, you will get acquainted with this open-source software and
its application in today’s world. This chapter will make you familiar with important Linux
terminologies and its architecture to get you started. Then, this will guide you how to
install/simulate RHEL 9 to get your system ready. Then it moves ahead to guiding how
you get into your newly installed machine and how you can interact with your machine in
the first place. Here you will try to get information about your machine

Chapter 2: Linux Filesystem and Administration — The second chapter will give you
insight into the Linux Filesystem structure. Here you will know how the files in Linux are
organized in the storage space of RHEL.
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Chapter 3: Knowing Linux Commands — This chapter provides the essential content of
the book. Here, you will master various basic and administrative-level commands to get
the most out of the Linux box.

Chapter 4: Managing Processes and Services in RedHat Linux — The chapter discusses
processes and services in Linux, and how are they managed.

Chapter 5: Handling and Managing Files — This chapter describes how you will handle
files and directories and perform other operations on them.

Chapter 6: Managing Users and File Permissions — This chapter discusses user
management and demonstrates the procedure to set permissions on files so that users can
access them according to their roles.

Chapter 7: Interacting with Bash Shell and Scripting — This chapter will introduce you
to an agent that is used to interact with Linux Systems . And that agent is a shell which
makes it possible to do great things on Linux. Shell, actually , beautifies Linux. Here you
will also learn how to interact with the shell and write shell scripts that can automate any
task.

Chapter 8: Security and Networking in Linux — Chapter 8 will show how you can secure
Linux Server and its network.

Chapter 9: Partitioning in Linux — Chapter 9 will show you how to create and manage
disk partitions using the traditional vs LVM way.

Chapter 10: Containers — In this chapter, you will learn the fundamentals of containers.
This chapter discusses various tools that you can use to build and manage containers.
Containers allow you to host and run multiple applications independently on the same
machine.

Chapter 11: Cloud Computing — Chapter 11 will give you highlights of Cloud computing
in RHEL9.

Chapter 12: Graphical User Interface — Chapter 12 gives you highlights on the Desktop
environment of RHEL machine. It shows how you can use and run various graphical
applications on Linux environment.

Chapter 13: Software Updates and Patch Management — This chapter demonstrates how
can you subscribe to RedHat Subscription Manager (RHSM), register your machines to
RHSM and perform updates on them.

Chapter 14: Package Installation — Chapter 14 describes package installation and
management in detail.
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Chapter 15: Performance Monitoring and Tuning — Chapter 15 discusses various tools
and utilities that are available to monitor the system’s health and its current status. It will
also give you hands-on performance monitoring and tuning of the Linux System.

Chapter 16: Backup and Troubleshooting in Linux — Chapter 16 deals with various
utilities that can be used to take backup of the available data and how you can restore data
and perform recovery when required.

Chapter 17: Web Server and Database Server Setup in Linux — This chapter demonstrates
the webserver and database server setup in Linux.

Chapter 18: Miscellaneous — Miscellaneous topics are also covered in this book so that the
readers can learn more and gain more.
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CHAPTER 1
The First Step to Linux

Introduction

Today, Linux is used as the base operating system on almost all kinds of IT deployments
and servers. It is used as a de-facto standard to host several types of applications and
software, as it is scalable, reliable and durable. Linux is an open-source operating system
released under GPL. Multiple distributions of Linux have been made available since its
birth. RHEL is the widely used enterprise-level Linux distribution among them. It is an
open-source operating system software backed by an organization named RedHat. This is
why it is named RedHat Enterprise Linux System. This open-source software distribution
is added with enhanced security features and support services so that it can readily be
made available to big enterprises for their production use.

Structure

In this chapter, you will learn about the following topics:
* Open source software vs Enterprise solution
¢ Features of RedHat Enterprise Linux
e Linux architecture
e Installation of RHEL9
e Using RHEL machine
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2 RedHat Enterprise Linux 9 for Beginners

Objectives

The objective of this chapter is multifold. This chapter will help you understand the
benefits of using RHEL over other open-source distributions. This chapter will help you
learn the basic terminologies used in Linux systems. You will learn about the various ways
to install RHEL9 and look at step-by-step instructions, along with screenshots, to make
a RHEL9 machine ready. You will also learn various basic commands to get information
about the system.

Open-source software vs Enterprise solution

When any open-source distribution is supported by an enterprise, organizations using that
software distribution receive the benefits of enterprise support, reliability, scalability, and
quality. Before delving into the key benefits of using RHEL, let us discuss why one should
use open-source software and look at the benefits of using its enterprise counterpart.

Benefits of open-source software

Open-source software’s source code is readily available for use. Anyone can read, modify,
and then freely redistribute it or even sell copies of the modified code, and all this can be
done under the same license. It is a collaborative effort without any vendor lock-in. The
code is freely accessible and is also reviewed and modified by the community from time to
time. So, it has transparency features, as one can view the code and know what is going on
inside. Open-Source software (OSS) solutions provide reliability as they are constantly
and actively updated by peers. It is not owned by a single organization or a person but is
a collaborative effort. Since this is community-maintained, any bug fixes and changes are
done at a faster pace and more efficiently than by the teams of any proprietary software.
OSS has longevity as it is reviewed by a community of users and not by a single person
or organization. You are free to use the source code anywhere, anytime, and for anything.

So far, we have seen many benefits of open-source solutions, but what are its limitations
that motivate organizations to use enterprise solutions. Let us discuss.

Problems with open source

Open-source software is free, but you have to maintain it, secure it and make it production-
ready for your business requirement yourself. This is not a complex task if you are a small
/ mid-sized organization, but organizations lined up for expansion and digital growth
require backed-up support and security. They want a secure and reliable solution for their
growing business needs. Bigger organizations have concerns for SSO, larger capacity data
storage, security of their distributed growing information, etc. Their requirements are more
complex than those of small and mid-sized businesses. This is where enterprise open-
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source software comes in; it provides support and service-level agreement. They provide
support such that a company’s production environment remains stable, irrespective of
workloads.

Anybody can download and install an open-source project, but that can carry risk. It can
have security vulnerabilities that organizations have to tackle with their own. Most of the
time, they need expert advice to identify the security breaches and mitigate them. And
this is where enterprise open-source software comes in. A company providing enterprise
open-source software has a dedicated security team that helps in identifying the potential
threats and dealing with them in customers’ business scenario. Their team provides
security bug fixes and patching of the software from time to time.

Open-source software provides varied options for a particular business requirement. If
we want to deploy a web server, it has multiple options to choose from. If we want a
database server, it again has multiple solutions to choose from. For distributed storage,
data streaming, and so on, open source provides varied options. But what if you want
to work with all these stacks together. Integrating all these technologies requires expert
advice. Here, you will need an enterprise solution that has an expert team guiding you
through the deployment of multiple technologies safely and efficiently.

Features of Enterprise open source

Any open-source product is said to be an enterprise open-source product if it has
been produced after thorough testing and added security features, has been tuned for
performance and retreated for security flaws, and it has a security team behind it and
has processes in place for responding to new security vulnerabilities. They notify their
customers about security issues and how to remediate them:

e Added enterprise feature: Big enterprises care about their growing information,
its storage and complex IT infrastructure. Enterprise open-source software is
software that is backed and supported by an organization so that enterprises
receive more stable, reliable, secure and scalable solutions.

* Support and service level agreement: Enterprise open-source software provide
a service level agreement that has concerns of running a production environment
all the time. They provide a 24/7 support team that companies need during any
unexpected downtimes. They also provide regular updates, security patches and
bug fixes.

¢ Integrating with multiple technology stacks: At times, expanding organizations
need to move into newer technology stacks. This decision requires several
brainstorming sessions and expert guidance. Without proper steps and
considerations, production can come to a halt while transitioning into the newer
stack. Since a multitude of open-source software solutions are available, choosing
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the best solution creates chaos among key decision makers without proper
guidance. Any enterprise open-source software provides valuable consulting and
guidance to the organizations in moving to newer technology stack.

* Focused on customer requirement: Enterprise open-source software is controlled
and backed by a single entity responding to what the customer wants. New
features are embedded into open-source software according to customers’ needs.

e Software life cycle: Enterprise solution has longevity as it is maintained and
updated by a single entity. When new releases are made, support for upgrading
of the customer’s system is immediately raised, thus supporting software up to a
long life.

e Auditing and compliance: There are auditing and compliance concerns for bigger
organizations. An enterprise open-source solution is valuable in this regard as
well.

® Delivers quality in IT infrastructure: Companies providing enterprise open-
source software test their software code with multiple hardware configurations
before releases, ensuring quality software and solutions.

* Enhanced quality of code: Any open-source software lacks quality in code as it
is reviewed by a community and not by a single person/organization. When an
open-source software is backed up by experts inside an organization, companies
gets enhanced quality of code.

Now, let’s see what enterprise features are incorporated in RHEL by RedHat.

Features of RedHat Enterprise Linux

RedHat uses community-built code, added some security and other enterprise features on
it and what is developed is more stable and reliable OS that is, RHEL. Most enterprises are
using RHEL for their OS platform.

Licensing is a legal authorization of using a product or solution. Software is also a product,
and like any other product, the software also has a licensing scheme. RedHat also comes
with different software products, and RedHat Enterprise Linux Version 9 is one of them.

Commercial use of RedHat Linux is not allowed without purchasing the required license
of RedHat Enterprise Linux. RedHat does not provide software updates for Enterprise
Linux without purchasing the license. Software updates are must-haves for machines in
production, as security bugs are patched only through software updates. In the absence
of proper licensing, RedHat does not provide any kind of support and services over call
or email.

Commercially using RedHat Enterprise Linux without proper licensing may be considered
illegal and actionable as per local regulatory laws. There are other Linux-related products

Kup ksigzke


http://helion.pl/page354U~rt/e_42gu_ebook

The First Step to Linux 5

of RedHat that do not require a license, and they can be used if the user feels that they need
RedHat Linux for some other purposes.

Other than licensing, RHEL is introducing new features with each new release. RHEL uses
OpenSSL libraries for encryption and other security needs, with RHEL 9 OpenSSL version
3 being used in RHEL 9, and OpenSSL 3 supporting the Provider concept. OpenSSL 3
Provider module allows pluggable support for encryption/hashing and cipher algorithm.
With the Provider module, new encryption algorithm support can be added without
changing the OpenSSL Version of OS.

On the security front, RHEL 9 has disabled root login with password from SSH by default.
So without changing configuration, remote login with the root account and password is
discontinued now. Using a password increases the chances of brute force attacks, so key
can be used for login with the root.

RHELS9 ships with control groups and Podman, a container Management utility. These
days, containers are the backbone of cloud and serverless architecture, and building,
deploying and running a container has become easy with control groups and Podman.

Previous RedHat Linux versions always had a common problem: not allowing the user
to select a version before installing a particular software. RHEL 9 addresses that problem.
The version selection helps the user to pick the right version for applications/software to
install, as per business and technical requirements.

RedHat is enhancing its solution with each new release, providing a reliable and consistent
solution to enterprises. We saw that many enhancements to the Linux Kernel have been
made by RedHat and are still being made. These enhancements to Linux Kernel make
RHEL a popular choice among enterprises.

Before looking at the installation of RHEL, let us study Linux core concepts. The next
few sections will discuss Linux fundamentals briefly. Those who are already familiar with
Linux internals and concepts can skip this section and move directly to the installation
process.

Linux architecture

Linux Kernel and a set of software packages make up the Linux OS. Important components
of the Linux OS are Kernel, system library, utility programs, hardware layer and shell.

Kernel

Any Linux OS distribution is based on Linux Kernel, which is the core part of Linux OS. Itis
fully developed in C language and interacts directly with the hardware. It performs all the
fundamental operations of OS, such as hardware communication, memory management,
process management, file management and service requests. It is the kernel that interacts
with the hardware and the user processes. Linux kernel is a completely abstract layer,
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invisible to the user, working in its own kernel space. Kernel has full access to system
resources such as CPU and memory. So, if kernel crashes, the entire Linux OS crashes. To

interact with the hardware, a set of software called system libraries are implemented at
the OS level.

System libraries

System libraries are used for implementing the operating system functionality, such as
hardware communication. These system libraries are used to interact with the kernel to
perform OS functionalities.

Utility programs/applications

Utility programs/applications are required to manage system at user level and let the
users perform their daily duties. User programs run at their own space. They are the
processes managed by kernel but do not have access to all the system resources. So, when
a user program / process crashes, the OS is still running.

Shell

This is one of the pillars of Linux System. The beauty of Linux lies in shell, and Shell is
what makes me love Linux. Seems silly? It's not. We hope you will feel the same after you
learn about it in greater detail. Shell acts as an agent that sits between the user and the
kernel. It take commands from the user and provides it to the kernel, and then the kernel
preforms its functions, such as allocating memory and processor.

Linux FileSystem

Linux File System is a hierarchical data structure that organizes data in the storage system.
Data is stored in the form of files, as in other OSes such as Windows. Files are grouped
into directories. When multiple files share common properties and are stored together
in a group, it is a filesystem. There can be different filesystems supported in different
Linux Distributions. Some of the commonly used filesystems are ext2, ext3 and ntfs
. Each filesystem is stored in a separate disk partition. So, we can say that files on Linux
systems are physically organized into multiple filesystems and disk partitions. Logically,
Linux filesystems are organized into a tree-like structure in the form of files, directories
and subdirectories.

Root (/), being the top-level directory, is the parent directory in the Linux Filesystem. It is
denoted by “/’ (a forward slash). Any other subdirectories or files are stored inside the root
directory (/). Whether it is user-created files or system-generated default files, they will
reside only under the ‘/’ directory.
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By default, any Linux distribution has, at most, these files/directories inside the root (/)
filesystem:

e /bin
e /boot
e /dev
e Jetc
e /home
e /1lib
e /media
e /mnt
e /misc
e /opt
e /usr
e /root
e /sbin
e /tmp
e /proc
e /sys
e /var

Each of these directories has been provided with some specific purposes. Some of the
directories are being used to store just the system data, while other directories are user
specific. Users can create further levels of subdirectories inside / (root) or any of its sub-
directories with appropriate permissions. Each or some of the mentioned sub-directories
may or may not be kept under separate disk partitions. Each partition is characterized by
a filesystem. Further details regarding the Linux filesystem, specifically in RHEL, will be
discussed in Chapter 2, Linux File System and Administration. What we have discussed so far
would be sufficient to proceed with the installation of RHEL.

SuperUser

Every Linux system has a top-level user known as root user. This is the default user
created during installation. Root user is the powerful user who has all the access rights
to the system and can view and do anything on the system. He is the super-user. Any
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process or applications running on the system should not be owned or run by root. If any
application is running with the privileges of root, then it can modify any system files or
damage the complete system. When you install any software, you may have noticed that
the use of root user is completely discouraged. A specific software that you install on the
Linux machine should be owned by a specific non-root user who should be given only the
permissions that are required for that software to perform its tasks. Moreover, root user
is known to all as it is the default admin user on any Linux machine. A hacker may break
into the system as the root user and perform any malicious activity. So, it is beneficial to
never use this user; instead, create a normal user that can be given privileged rights to
perform admin duties. Further details on delegation of super-user rights will be discussed
in Chapter 6, Managing Users and File Permissions. Hopefully, this short discussion on super-
user may have provided you with the sufficient knowledge to install the product which
is the part of our next section.

GUI

GUI gives you same experience with using Linux systems as you receive in Windows
OS. Linux GUI provides you with an interface to interact with the system to perform
some tasks. It gives you an experience of using desktop environments in Linux. Linux
system provides multiple desktop environments, such as Gnome and KDE, but RHEL9
supports only Gnome. If you are more fascinated about GUI than about CLI, then Chapter
12, Graphical User Interface, is for you.

Now, we have enough knowledge about the Linux system to move on to the installation
of RHEL 9.

Installation of RHEL9

Now that you know some basics of Linux Fundamentals, you are ready to perform the
installation procedures. RHEL9 can be installed in multiple ways. But here, we will talk
only about standard methods and not the advanced ones. This chapter will demonstrate
the default GUI-based Linux installation. The following section will show you the step-by-
step installation of RHELO software.

Getting the software

The first question that comes to your mind is to get the operating system. Here, we are
talking about RedHat Enterprise Linux 9. It can be downloaded from the RedHat official
website. The link to download RHEL9 software is https://developers.RedHat.com/
products/rhel/download. With this link, you can download the trial version of the product
or the subscription version.

Click on the Download button. It will ask you for your RedHat login credentials. If you
don’t have them, just register yourself and proceed with the login on the website.
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After you log in, the software will begin to download automatically. After the download
is complete, you will receive an iso image file rhel-baseos-9.0-x86_64-dvd of size 7.99
GB.

You can perform the installation on VMware or on a standalone machine. You also have the
option to dual-boot your machine along with Windows or other operating systems. But the
scope of this book is limited; we will only show the installation on a stand-alone machine
or on a Windows machine. If you have a Windows machine, you can download and install
VMware on it, and install and learn Linux inside VMware. In rest of the chapters, this book
will be using standalone Linux installation box to demonstrate the concepts.

Hardware compatibility

Let’s discuss the prerequisites of the machine you are going to install RHEL9 on. However,
the installation is completed without any glitch in most modern machines. The prerequisites
are as follows:

* Processor architecture:

The CPU Architecture that is supported by RHEL9 are listed below:

o AMD, Intel and ARM 64-bit Architectures

o IBM Power Systems, Little Endian

o 64-bitIBMZ
¢ Disk space requirement:

You must have at least 10 GB of free disk space available to install RHEL9.
* Memory requirement:

Recommended minimum RAM is 1.5GB.

Installation using VMware

This section assumes that you have Windows machine with 64-bit CPU architecture. We
will use VMware Workstation Player 16 to install VMware and then RHELD9.

Download and install VMware
You can follow these steps to download and then install VMware:

1. You can download VMware using the following link:
https://customerconnect.vmware.com/downloads/info/slug/desktop_end_user_
computing/vmware_workstation_player/16_0

Check whether the Select Version scroll button shows 16.0. Click on Go to
Downloads.
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2. Scroll down and choose your platform. Click Download Now to start the VMware
download.

3. You will receive an .exe file. Execute the file to install VMware software. This
is GUI-based installation. Proceed to complete all the steps prompted, and your
software will be ready to use.

4. The first screen asks, Do you want to allow this app to make changes in your
device now? Click Yes.

5. Click Next on the Welcome screen.
6. On the next window, accept the license agreement and click Next.

7. Move to the following windows with all the default options set, and your
installation will begin.

8. Click on Finish after it completes the installation.

9. Now, you can open your VMware from the Start Menu, as shown in Figure 1.1:

VMware Workstation 16 Player (Non-commercial use only) - O *
Player * [D]
_ Welcome to VMware Workstation
16 Player

Create a New Virtual Machine

[ | +I Create a new virtual machine, which will then be added to the

top of your library.

Open a Virtual Machine

E’_I_D Open an existing virtual machine, which will then be added to

the top of your library.

Upgrade to VMware Workstation Pro
Get advanced features such as snapshots, virtual network

management, and more.

Help
View online help.

This product is not licensed and is authorized for non-
commercial use only. For commercial use, purchase a license.
Buy now.

Figure 1.1: VMuware Workstation Player

Using VMware

Open VMware workstation from the Start Menu. You have to create a new Virtual Machine
to install RHEL9 software. Following are the steps to create a new virtual machine:
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1. Click on the Create a New Virtual Machine option to create a new virtual machine.
New Virtual Machine wizard will open, as shown in Figure 1.2:

New Virtual Machine Wizard X

Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
(®) Installer disc:
gz DVD Drive (D:) RHEL-9-0-0-BaseO b

/N Could not detect which operating system is in this disc image.
You will need to specify which operating system will be installed.

O]nstaller disc image file (iso):

Browse...

O] will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back Cancel

Figure 1.2: New VM Wizard:choosing iso to install

If you have already downloaded RHEL9 software’s iso, the system will detect it
automatically. Use the default Installer disc: option. Else, select your installer disc
image .1iso file by clicking on the Browse button for the Installer disc image file
(iso): option. Click on Next.

2. The next window will ask you which OS you are going to install in this virtual
machine. Select Linux for Guest Operating System. Version drop-down allows
you to choose the version of the OS that you are going to install.

Note: The version of VMware that this book is using is VMware Workstation 16 and
this does not support RHEL9 which can become visible in future releases of VMware
Workstation Player.

So, choose Other Linux 5.x kernel 64-bit as RHEL9 is based on kernel version 5.14.
Refer to Figure 1.3:
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New Virtual Machine Wizard

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows

(®) Linux
() Other

Version

Other Linux 5.x kernel 64-bit

Help < Back

Cancel

Figure 1.3: Selecting the type of OS that is being installed on VM

Click on Next.

Type the name of your new machine, using which you would like to identify it.

We call it RHEL9Box. Choose the location where you want to keep your virtual
machine. You can leave the default unchanged, as shown in Figure 1.4:

VMware Workstation 16 Player (Non-commercial use only)

Player v =}

Welcome to VMware Workstation 16 Player

O

Oy

a
®

£

ST R

Crofmm——;
New Virtual Machine Wizard X
Create
Name the Virtual Machine
What name would you like to use for this virtual machine?
Ope

Virtual machine name:
[RHEL9Box]

Location:

Open i

Upg
[ Ca\Userslvishesh\Virtual Machines\RHEL9Box
Getad

Browse...

Helg

View ¢

< Back Next > Cancel

This product is not licensed and is authorized for non-commercial use only. For commercial use, purchase a license. Buy now.

Figure 1.4: Choosing name and location of new VM
Click on the Next button.
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4. Tt will ask you for the maximum disk size. Choose a value more than the required
minimum. Let’s choose 20 GB. You can choose any number greater than 10 if your
system free space allows you to do so, as shown in Figure 1.5:

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): 2 2

Recommended size for Other Linux 5.x kernel 64-bit: 8 GB

() Store virtual disk as a single file
(®) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back Cancel

Figure 1.5: Choosing correct disk size to install RHEL9

5. The next window (see Figure 1.6) will show you the configuration using which
your newly virtual machine will be created.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Other Linux
5.x kernel 64-bit.

The virtual machine will be created with the following settings:

Name: RHEL9Box
Location: C:\Users\vishesh\OneDrive\Documents\Virtual Machines\R...
Version: Workstation 16.2.x

Operating System: Other Linux 5.x kernel 64-hit

Hard Disk: o2 - lit

Memom_y@,_

Network Adapter:  NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware...

< Back Cancel

Figure 1.6: Summary configuration of virtual machine that is to be created;
memory size is not optimal here and needs to increase
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We have read that the minimum required RAM is 1.5 GB, but it lists only 768 MB.
So, let’s click on the Customize Hardware button and set memory to 1.5 GB. You
can set more than the minimum required. Click on Finish after setting the required
memory size.

VMware Workstation 16 Player (Non-commercial use only) - O S

Player ¥ [ ~ [I:E

‘@ Home
RHEL9Box

Virtual Machine Name:

RHEL9Box

State: Powered Off
0S: Other Linux 5.x kernel 64-bit
Version: Workstation 16.2.x virtual machine
RAM: 2 GB

> Play virtual machine

E Edit virtual machine settings

Figure 1.7: A blank VM with no OS installed on it

6. After this step, your virtual machine will be ready to power on. But what we
have created so far is a blank machine with no OS in it, as shown in Figure 1.7.
We have already provided the RHELY software iso file path while creating this
virtual machine so that your virtual box knows about it. This iso will be used to
install the OS on this particular VM.

Installation of RHEL9 on Virtual Machine

By now, your virtual machine is ready to start with the installation procedures. These steps
can be followed for the same:

1. Right now, your virtual machine is in the power off state. Let’s power it on by
clicking on the Play Virtual Machine option. Just ensure that the name of your
newly created virtual machine is highlighted in the left pane.
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. Your virtual machine will automatically be booted using the DVD iso file that we
specified while installing VMware.

. Figure 1.8 is the first screen that you will see when installing RHEL9. It will ask
you to choose one option among these three:

e Install Red Hat Enterprise Linux 9.0: This will immediately start RHEL
Installer and the process to install RHEL 9.

e Test this media and install red hat Enterprise Linux 9.0: This option is
the default. It first verifies the integrity of your OS software and starts the
installation.

e Troubleshooting: This option only troubleshoots the existing installation.

Red Hat Enterprise Linux 9.0

Install Red Hat Enterprise Linux 9.0
Test this media & install Red Hat Enterprise Linux 9.0

Troubleshooting >

Automatic boot in 58 seconds...

Figure 1.8: The first screen when RHEL9 installation starts

Let us choose option 1, Install Red Hat Enterprise Linux 9.0 using up and down
arrow keys from the keyboard.

. Then, it will show you a few lines of text. You should not worry about these
lines at this stage of learning. These are just the logs or some testing that is being
performed by the installer. After it displays enormous lines of logs on the screen,
installation moves into GUI, which is supported by Anaconda.

. In the next window, select your Language and click on Continue, as shown in
Figure 1.9:

Kup ksigzke


http://helion.pl/page354U~rt/e_42gu_ebook

16 RedHat Enterprise Linux 9 for Beginners

Player ~ M=

RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
Eus Help!

WELCOME TO RED HAT ENTERPRISE LINUX 9.0.
What language would you like to use during the installation process?

=t Hina English (United States)

English English English (United Kingdom)

e English (India)

English (Australia)

English (Canada)

English (Denmark)

English (Ireland)

English (New Zealand)

» English (Nigeria)

sl e English (Hong Kong SAR China)
Enalish (Philiooines)

Figure 1.9: Anaconda installer asks to choose your language preference

6. Next, the installation summary is shown, as illustrated in Figure 1.10:
RHEL9Box - VMware Workstation 16 Player (Non-commercial use only)

Player ¥ ==Y

INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
Hin eng) Help!
[ Keyboard [R] ConnecttoRedHat | g Instaliation

Destination
Language Support (@) Installation Source KDUMP
Engiish(nio (et Kdamp s enabled
i Software Selection > Network & Host
or = (E=E @ o
& SecurityProfile
USERSETTINGS

O~y RootPassword

@  User Creation
Y e

£ Please complete items marked with this icon before continuing to the next step.

Figure 1.10: Anaconda Installer displaying installation summary and all the
configuration using which RHEL9 will be installed.

Here, you must take action on marked items.

7. Let us click on Installation destination to verify the disk where the software will
be installed and whether it is overwriting any useful data (Figure 1.11).
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It will show you the virtual disk that you just created, while creating your virtual
machine. See Figure 1.11; leave all the default values and click on Done.

INSTALLATION DESTINATION RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
o

Device Selection

Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's
"Begin Installation" button.

Local Standard Disks

20 GiB

VMware, VMware Virtual S
sda | 20 GiBfree
Disks left unselected here will not be touched.
Specialized & Network Disks

Add a disk...

Disks left unselected here will not be touched.
Storage Configuration
© Automatic Custom

I'would like to make additional space available.

Full disk summary and boot loader... 1 disk selected; 20 GiB capacity; 20 GiB free Refresh.

Figure 1.11: Anaconda Installer: Storage disk verification

It will jump to the previous installation summary window, as shown in Figure
1.10, to take action on other marked points. Another point to take action for is
Root Password. So, click on Root Password. Here, the root account is locked.
Let’s unlock it and set the password. It will open a window that prompts for
root password. Enter the root password and confirm it. You will notice that the
password is not echoed on the screen. This is due to the security feature of Linux.
Lock root account option is, by default, set to on. Turn it off as shown in Figure
1.12 and click on Done.

ROOT PASSWORD RED HAT ENTERPRISE LINUX 9.0 INSTALLATION

The root account is used for administering the system. Enter a password for the root user.

Root Password:  esesssssssssss IS
Weak
Confirm: [eeeeespescenes P

Lock root account

Allow root SSH login with password

£ The password fails the dictionary check - it is based on a dictionary word You will have to press Done twice to confirm it.

Figure 1.12: Setting root password
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9. Once again, you will receive the installation summary window, as shown in Figure
1.10. See whether any other points are left for certain action. You will see that User
Creation requires an action. Click on User Creation.

CREATE USER RED HAT ENTERPRISE LINUX 9.0 INSTALLATION

Fullname  vishesh

Username  vishesh

Make this user administrator

Require a password to use this account

Password | |

Confirm password

Advanced...

£y The password is empty.

Figure 1.13: Creating a non-root user

This window will allow you to create a normal or non-root user. Enter the Full
name, Username and password of the new user and click on Done, as shown
in Figure 1.13. When you enter the password, this window will also verify the
password strength. This is, again, a security feature in Linux, as simple passwords
can be guessed easily. It is recommended to never use dictionary-based or plain
passwords. If you have used dictionary-based or plain password here, you must
click the Done button twice. To make your password strong, use a combination of
letters, digits, and special symbols.

10. Now, you will come back to the installation summary. After you have verified all
the points listed here, the Begin Installation button is activated and can be clicked
on, as shown in Figure 1.14:

SRR INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
= a
E in (eng) Help!
R Keyboard [g] ConnecttoRedHat Installation
English (India, with rupee) Not registered. Destination
Automatic partitioning
Language Support e Installation Source KDUMP
English (India) Local media Kdump is enabled
O Time &Date @ Software Selection > Network & Host
Asia/Kolkata timezor Server with GUI €

B securityProfile
Noprofile slected

USER SETTINGS

O RootPassword

Root account s disabled

® User Creation
O ecrvichesh wil be crested

Quit Begin Installation

Figure 1.14: Final installation summary,
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After this the installation proceeds without any Back or Rewind button; used disk
will be overwritten even if you press Quit in the middle of the installation

11. Now, your installation will begin. You will see the window shown in Figure 1.15:

INSTALLATION PROGRESS RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
B in (eng)

Red Hat

© Downloading packages

Figure 1.15: rhel9.0 Installtion in progress

12. Inafew minutes, the installation will be completed. In the last screen of installation,
as shown in Figure 1.16, it will prompt you to Reboot your system to explore your
new RHEL box.

INSTALLATION PROGRESS RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
B3 in (eng)

RedHat

Complete!

Red Hat Enterprise Linux is now successfully installed and ready for you to use!
Go ahead and reboot your system to start using it!

Reboot System

£ Use of this product is subject to the license agreement found at fusr/share/redhat-release/EULA

Figure 1.16: Installation Complete Window

13. Click on Reboot System.
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Installation using bootable pendrive

In this section, we will see how we can install RHEL9 on an individual machine with no
OS in it, or on one with an OS and data that can be safely deleted to reuse the space.

Preparing bootable USB

You can perform the installation on a standalone machine by using a pendrive that must
be bootable. This section will demonstrate how you can prepare bootable USB media.
There are various free tools available to prepare a bootable USB. Here, we will use Fedora
MediaWriter. Follow these steps to write an iso file to a USB pendrive:

1.

S

You can download Fedora MediaWriter using the following link:

Releases FedoraQt/MediaWriter-GitHub
Open the link and download the software for Windows.

Insert your USB drive into the correct port.

Double-click the exe file that is downloaded for Fedora MediaWriter.

Press yes when it asks for your permission to make changes to your device.
Then, accept the license agreement when it prompts.

It then opens Fedora Media Writer Setup Window, which will install Fedora Media
Writer on your machine. The progress bar can be seen on this window.

At last, click on Finish to close the Fedora Media Writer Setup Window, and you
can ensure that the Run Fedora Media Writer option is checked in this window,
as shown in Figure 1.17.

&9 Fedora Media Writer Setup -

Completing Fedora Media Writer
Setup

Fedora Media Writer has been installed on your computer.

Click Finish to close Setup.

Run Fedora Media Writer

Figure 1.17: Completing the setup of Fedora Media Writer
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8. Open Fedora Media Writer if it is not already open.

9. It will first prompt you to select the image source, as shown in Figure 1.18. Select
the .1iso file radio button since we have already downloaded the .iso file. Click
on Next.

P Fedora Media Writer =

L
‘B

Select Image Source

O Download automatically
® select .iso file

About Ne:

Figure 1.18: Fedora Media Writer: selecting the source iso file to write on USB pendrive

10. Then, it will ask you to select a source and destination for writing. For source,
click on the Select... button to select your downloaded iso file. The destination
drive will automatically be detected if inserted, as shown in Figure 1.19. Here, you
can see that Fedora Media Writer has automatically detected the USB drive for
writing. Click on Write.

5 select Drive -
Write Options
Selected file
rhel-baseos-9.0-x86_64-dvd.iso Select...
USB Drive
USB SanDisk 3.2Gen1 (61.5 GB) v
Previous Write]

Figure 1.19: Fedora Media Writer: Verifying source and destination for writing image
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11. In the next window, as shown in Figure 1.20, the process to create a bootable USB
drive starts.
[EF Verifying wriiten data —

-0,

Verifying written data
Checking the written data

Your drive will be resized to a smaller capacity. You may resize it back to
normal by using Fedora Media Writer. This will remove installation media
from your drive.

Selected: rhel-baseos-9.0-x86_64-dvd.iso

Cancel

Figure 1.20: Fedora Media Writer: writing rhel9.0 iso to USB media

It will take some time. So, be patient and let the process complete. After it completes
successfully, click on finish and close the window.

Installing RHEL9 using bootable USB

We have just created a bootable media. Let’s use this media to install RHEL9 on a new or
old machine. You can follow these steps to install RHEL9 software:

1. Insert your bootable media in the machine where you want to install RHEL9
software.

2. Power on your machine with bootable media.

3. Your system should know that you want to boot using USB media and not from
the hard disk. You have to set this priority by entering BOOT Options. To enter
BOOT Options, you are required to press some keys when it is powered on.
You have to check that key yourself according to your machine’s model. In most
machines, the machine boots into BOOT Options by pressing F12, but in some,
the Del key works to do this.

4. After you enter BOOT Options, choose USB media and reboot the machine.
Now, your machine boots from bootable USB.
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The first screen that you receive is the same as Figure 1.8. Select Install Red Hat
Enterprise Linux 9.0 using the up and down arrow keys.

Some lines of logs will be displayed next.

Then, it will open Anaconda installer window. At first, it asks you to choose
Language, as shown in Figure 1.9. After choosing your language preference, click
on Continue.

Next, the installer will take you to the installation Summary window, as shown
in Figure 1.10.

Click on the installation destination to verify this.

Next, the Installation Destination window opens. It will show you disks that are
available/attached to this machine. If this is a used machine, then you have to
decide whether you want to overwrite all the disks” data and make all the used
space available to your new installation, or you want to use only the available
free space. If you choose to overwrite all the disk data, you cannot get your data
back after the installation begins. If you only want to use the free space available,
then you are on the safer side. Be very careful while selecting the options in the
forthcoming windows, as any mistake here will delete all your existing data on the
hard disk. This demo will choose to delete all the data and provide all the used disk
space to the installation of RHEL9.0. Refer to Figure 1.21. Here, the system hard
disk has almost no disk space available. Choose Storage Configuration Automatic
here (this is the default option set), and click Done.

Device Selection

Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu’s “Begin Installal

Local Standard Disks
931.51 GiB
ATAWDCWD10JPVT - 75A 50014ee6034aae9a
sda / 4.29 MiB free

Specialized & Network Disks
Add a disk...

Storage Configuration

Automatic O Custom

Full disk summary and boot loader...

Figure 1.21: Anaconda Installer: Verifying storage disk for installation
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10. Click on Done; it show you a window as shown in Figure 1.22. It will describe
to you the actions that you can take if you have very little amount of disk space
available.

INSTALLATION OPTIONS

Your current Red Hat Enterprise Linux software selection requires 13.8 GiB of available

space, including 6.04 GiB for software and 7.76 GiB for swap space. The disks you've
selected have the following amounts of free space:

4.29 MiB Free space available for use.
838.67 GiB Free space unavailable but reclaimable from existing partitions.

You don't have enough space available to install Red Hat Enterprise Linux. You can shrink
or remove existing partitions via our guided reclaim space tool, or you can adjust your
partitions on your own in the custom partitioning interface.

[ Cancel & add more disks }

Figure 1.22: Anaconda Installer: Reclaim space if you want to use all the used disk data

If you have decided to use all the used space as you do not need the data further,
click on Reclaim Space.

RECLAIM DISK SPACE

You can remove existing file systems you no longer need to free up space for this installation. Removing a file system will permanently delete all of the data it contains.

There is also free space available in pre-existing file systems. While it’s risky and we recommend you back up your data first. you can recover that free disk space and make it available for this installation below.

Disk [ Name [ File System | Reclaimable Space | Action
w  931.5GiB ATAWDC WD10JPVT - 75A 50014ee6034aae9a Preserve
/(Kali GNU/Linux 2021.2 for x86_64) sdal ext4 262.2 GiB of 279.4 GiB Preserve
/var (Kali GNU/Linux 2021.2 for x86_64) sda5 ext4 83.7 GiB of 93.1GiB Preserve
/tmp (Kali GNU/Linux 2021.2 for x86_64) sda6 ext4 46.1 GIB of 46.6 GiB Preserve
/home (Kali GNU/Linux 2021.2 for x86_64) sda7 ext4 446.7 GiB of 512.4 GIB Preserve

Free space 4.3MiB

[Preserve ][ Delete ][ Shrink ]

1 disk; 838.67 GiB reclaimable space (in file systems)

Total selected space to reclaim; 0

Installation requires a total of 7.55 GiB for system data.

[ Cancel }[ Reclaim space]

Figure 1.23: Anaconda: Clicking on Delete or Delete all button marks
selected disk or all the disks to be deleted during installation
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11. Then, it will show you the Reclaim Disk Space window, as shown in Figure 1.23,
where you can select the disk partition that can be deleted. You have the option
to either preserve the partition or delete it. Be careful here; if you want to delete
all the partitions, select the disk and click on the Delete all button.

RECLAIM DISK SPACE

YYou can remove existing file systems you no longer need to free up space for this installation. Removing a file system will permanently delete all of the data it contains.

There is also free space available in pre-existing file systems. While it’s risky and we recommend you back up your data first. you can recover that free disk space and make it available for this installation below.

Disk [ Name ‘ File System | Reclaimable Space | Action
~  931.5GiB ATAWDC WD10JPVT - 75A 50014ee6034aae9a
/ (Kali GNU/Linux 2021.2 for x86_64) sdal ext4 262.2 GiB of 279.4 GiB Delete
Jvar (Kali GNU/Linux 2021.2 for x86_64) sdas  extd 83.7 GiB of 93.1GiB Delete
/tmp (Kali GNU/Linux 2021.2 for x86_64) sda6 extd 46.1 GiB of 46.6 GiB Delete
/home (Kali GNU/Linux 2021.2 for x86_64) sda7  ext4 446.7 GiB of 512.4 GIB Delete
Free space 43MiB

{Preserve JL Delete ]{ Shrink ]

1 disk; 838.67 GiB reclaimable space (in file systems)

Total selected space to reclaim; 931.51GiB

Installation requires a total of 7.55 GiB for system data.

[ Cancel }{ Reclaim space }

Figure 1.24: Anaconda: Reclaim Disk Space: Second chance to preserve
any storage disk or its partition during installation

12. In Figure 1.24, you can see that the installer marked all the partitions of the disk to
be deleted during installation. Here, you have the chance to preserve any partition
if you want. Click on Reclaim space. The Installation Destination window opens
again. Click on Done in this window.

13. Next, you will get the Installation Summary window once again. Here, you have
to take actions on the remaining marked points. Follow steps 8 to 13 mentioned
in the Installation of RHEL9 on Virtual Machine section.

Using RHEL machine

Now that you have the RHEL9 box ready, our next task is to get familiar with our new
machine. This section will show you how will you can log in to the RHEL9 box and run
various commands to fetch information about your machine.

Logging In

After you reboot the machine, you will get the login page, asking for the password of a
normal user that you have created during the installation process. Type the password and
press Enter.
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