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Preface

Managing Active Directory in large enterprise companies can be difficult to cope with as
it comes with a complex set of responsibilities. A deep understanding of Windows Server
and the Active Directory service is necessary to maintain a highly available and secure
environment that meets the needs of customers.

As the approach to Windows Server administration is shifting towards scalability and
automation, a comprehension of PowerShell is essential. This enables administrators to
effectively manage Active Directory within extensive environments and facilitates the
automation and standardization of deployments through a DevOps approach and cloud
capabilities.

This book provides a detailed guide on how to build an Active Directory environment
within a cloud infrastructure and configure it using standard tools and/or PowerShell
automation. Throughout the book, readers will gain insights into the key features of Active
Directory and learn how to leverage PowerShell for the administration of Active Directory
environments. Additionally, the book covers security best practices and cloud automation,
enhancing daily AD administration for greater efficiency and repeatability.

Moreover, this book is intended for anyone looking to start their career as a sysadmin
and wishes to become familiar with Active Directory and PowerShell Automation, which
requires basic Windows Server administration knowledge.

The following is what we will be covering in the chapters:

Chapter 1: Introduction - This chapter will cover the book's concepts, and acts as an
invitation to embark on a journey to fully managed Active Directory, elucidating the
nature of Active Directory and detailing methods for its management, using PowerShell.
It will also showcase various tools applicable to PowerShell automation development,
script execution on servers, and the management of Azure cloud infrastructure, with an
example test environment deployment.

Chapter 2: Setting up the Development Environment - This chapter will provide a step-
by-step guide on establishing the development environment, encompassing the creation
of Azure Iaa$S for Active Directory deployment. It will also explain the process of setting
up an Azure subscription, connecting the console to Azure, staging necessary VMs, and
preparing resources using Azure PowerShell.
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Chapter 3: Active Directory Environment Creation - This chapter will delve into the
deployment of the Active Directory Forest, detailing the creation of the Root and child
domains. It will elucidate design concepts and offer example scripts for automating the
deployment process.

Chapter 4: Active Directory Environment Configuration - This chapter will cover the
configuration and creation of the basic AD structure, including OUs, Sites, and Delegation.
It will also explain FSMO roles and guide readers through the configuration process.

Chapter 5: Active Directory User Management- This chapter will encompass commonly
performed tasks for user management, demonstrating both manual operations and
automation using PowerShell.

Chapter 6: Active Directory Group Management - Focusing on Active Directory security
tasks, this chapter will guide readers on automating these processes with PowerShell. It
will also cover security auditing for sensitive accounts, including Kerberos delegation.

Chapter 7: Active Directory Security Management - This chapter, echoing the previous
one, will further explore Active Directory security tasks and their automation using
PowerShell. It will delve into security auditing for sensitive accounts, including Kerberos
delegation.

Chapter 8: Monitor Active Directory- Explaining how to monitor the state of Active
Directory services, this chapter will outline the automation of monitoring tasks using
PowerShell scripts and tasks.

Chapter 9: Active Directory Disaster Recovery - Covering various disaster and recovery
scenarios for Active Directory environments, this chapter will introduce scenarios ranging
from single object and Domain Controller failures to entire domain / forest disasters. It will
also provide guidance on protecting the AD environment in such cases.

Chapter 10: Manage Windows Server Using PowerShell- This chapter will guide readers
on managing Windows Servers solely using PowerShell. It will introduce concepts like
Windows Server Core and remote PowerShell sessions for management, as well as explain
the utilization of Windows Admin Center for Active Directory Management.

Chapter 11: Securing PowerShell for AD Management - Detailing methods to maximize
security for PowerShell operations, especially in terms of WINRM configuration and
scheduled task permissions.

Chapter 12: PowerShell DSC for AD Configuration Management - Explaining the use of
PowerShell DSC for maximizing security in Active Directory configuration management.

Chapter 13: Interview Questions - This chapter will share the author's experiences during
their AD Sysadmin career, providing insights into the interview process.
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CHAPTER 1
Introduction

Inspiration

Working in different companies, industries, divisions and teams can teach us many different
types of Active Directory architecture. In various organizations, there are multiple ways
of implementing robust, lean and high performance Directory Service solution. Starting
with later versions of Windows, PowerShell scripting gained popularity and provided a
great advantage to manage the Active Directory infrastructure. It also provided users with
a way to improve the service from several perspectives.

There were several publications around Active Directory, most of them explained different
areas of the solution and details of the implementation. The part that we missed was
always thinking of the bigger picture along with how to interpolate Active Directory, what
can be archived with different AD capabilities, and what are the best practices from the
security point of view. It is beneficial that AD becomes a part of the security services in
some companies, which shifted the focus from the enablement service to a more restrictive
point of view.

There was also caution about implementing automation. PowerShell remoting was used
in popular types of attacks, and big organizations were planning to disable it completely
from their IT estate. On the other hand, smaller companies that grow dynamically needed
to have an even more automated approach for managing Windows and AD infrastructure.
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2 Active Directory and PowerShell for Jobseekers

Understanding all the aspects of Active Directory and having the mindset of the person
who always wants to automate IT work is very important. We can switch our effort
from manual operations and use energy for different parts of the service, like security
enhancement, monitoring and automation.

The purpose of this book is to explain and demonstrate all major aspects of implementation,
maintenance and automation of Active Directory service and the underlying server
infrastructure. It is a summary of the knowledge I gained while working in different
industries, implementing different aspects of Active Directory Services and infrastructure
required to host the AD service.

Introduction

So, you would like to know more about Active Directory (AD) and how to manage it
effectively using PowerShell? If yes, this is the right book for you! There is lot of literature
that explains either AD or PowerShell. In this book we try to provide a comprehensive
overview of all necessary knowledge that is required for any sysadmin, that would
need to pick up the workload of Active Directory administration and automation of AD
management using PowerShell.

Today, AD is mostly used by organizations of all sizes that are utilizing Microsoft operating
systems and software products. As a result, the demand of experienced IT professionals
who can support such technology is significant; choosing that career path is remarkably
interesting and can be a particularly good start before becoming a sysadmin or specializing
in access management and becoming an identity and access management expert.

In different companies, there could be various types of AD solutions. From small, single-
domain implementations to multi-domain, multi-forest organizations, learning PowerShell
automation is a huge benefit to any administrator in any company. It allows you to switch
your thinking about how you are managing your Windows Server and AD infrastructure,
allowing you to be more proactive, reduce management overhead, and focus on more
critical issues that need to be solved.

Of course, PowerShell is not the answer to every problem that is to be solved when
implementing AD. When scripting is not the best option, you should focus on customer
needs rather than pushing for PowerShell. Understanding all the possibilities will allow
you to choose the best solution.

You do not need to have any previous knowledge about AD or scripting before diving into
this book. This will be a good first step to helping you become an AD sysadmin familiar
with how to utilize PowerShell in daily work. Let us get started!
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Structure

This chapter will cover the following topics:
* Active Directory Overview
* Several types of Active Directory services
e AD domain and forest implementations
e PowerShell overview
e Getting started with PowerShell editors
e Diverse ways of Active Directory management using PowerShell

¢ Development environment overview

Objectives

This chapter will give you basic information on Active Directory and PowerShell. We
will explain the basic Active Directory architectures and provide a basic overview of
PowerShell History and versioning. We will get familiar with PowerShell Editor and
define the requirements for AD test environment that will be managed using scripting
and automation.

Active Directory overview

Whatis Active Directory? Well, there are many definitions of AD, butitis a directory service
that can be implemented on the Windows Server Operating system. After completing the
operating system configuration, you can enable the Active Directory Domain Services
Role and start deploying AD.

There are multiple Active Directory services:

e Active Directory Domain Services (ADDS): It is the base Active Directory service
is required for an AD infrastructure. If Active Directory skill is required in the job
description, it is about ADDS. Other services are optional, but the rest of Active
Directory services require ADDS to be present.

* Active Directory Certificate Services (ADCS): It is the Microsoft PKI services. PKI
is the organization public key infrastructure that is based on digital certificates.
When enabling that role, you can deploy private CA infrastructure that would
rely on AD implementation in your organization and use the benefits of the Active
Directory for certificate enrolment.

e Active Directory Federation Services (ADFS): This makes it possible to federate
the identities to applications as well, becoming the identity provider to other
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external identity providers. It extends the Active Directory Domain Services with
modern authentication protocols like SAML and Oath and limits the requirement
of passing the credentials on applications.

* Active Directory Rights Management Services (ADRMS): It is the service that
protects information and ensures that only allowed people can read and modify
specific documents and files. With an application that is integrated with RMS,
you can define access policies and decide what level of access is required when
working with sensitive information.

e Active Directory Lightweight Directory Services (ADLDS): It is the
implementation of LDAP database services. While ADDS provides extended
capabilities, LDS is limited to provide LDAP directory without additional services.
It allows integration of applications that require LDAP directory without Active
Directory overhead. Here, you can implement multiple LDS instances on one
server to support multiple applications with separate directories, while ADDS can
only support one domain on one server.

When it comes to Active Directory, everyone refers to Active Directory Domain Services.
That service is utilized in most organizations, and it requires the most effort for
implementation and administration. ADFS and ADCS are commonly used, but learning
about those services is much easier. In this book, we will focus on learning how to
implement and administer Active Directory Domain Services.

Active Directory domain and forest
implementations

As Active Directory was designed to support varied sizes of organizations, there could be
multiple architecture implementations for AD. Most common architectures could be the
following:

* Single forest, single domain
* Single forest, multiple domains

* Multiple forests, multiple domains

Single forest, single domain

This architecture is recommended by Microsoft for most small organizations. It contains
only one domain that holds the entire AD forest. In this case, the single domain is the
root domain, and name of the domains is the same as entire forest’s name, as shown in
Figure 1.1:
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adpstest.net
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Figure 1.1: Example of single domain Active Directory Forest

Single forest, multiple domains

This architecture is mostly used in medium to large organizations with no requirement
to split the AD into multiple forests. It provides the benefit of central administration
capabilities and simple authentication scenarios within a single forest. In most cases,
different domains are for geographical separation; it is not recommended to separate
due to special functional use cases like manufacturing, DMZ, and the like, as shown in

Figure 1.2:
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Figure 1.2: Example of multiple domain Active Directory Forest

Multiple forest Active Directory

Multiple forest AD architectureis typically found inlarge organizations that need separation
of infrastructure and management between different internal teams and products. They
utilize the concept of Admin Forest and DMZ forests that need separation, often acquire
different companies, and decides to keep the AD infrastructure separated. Trusts between
organizations are setup to support cross-forest authentications. The following example
shows three forests connected with the main forest with one-way forest trusts. That type
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