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Preface

The book will teach you the contrasts and similarities between cloud and on-premises
computing. Show you reliable mechanisms to create a secure cloud environment, from
the strategic to the operational level. It highlights what security controls help you create a
secure cloud from the start and guides you into setting up security processes to keep your
cloud secure over time.

The (ISC)2 CCSP is the industry’s most sought-after vendor-agnostic cloud security
certification. This book prepares you to pass the exam and excel within your business
by providing tangible and concrete mechanisms to secure your organization’s cloud
environment.

The book takes you on a journey throughout all facets of secure cloud computing, from
the policies an organization should have to the technical nitty-gritty of securing security
groups. The book uses real-life examples, experiences, and tips and tricks from one of the
industry’s most broadly certified ISC2 professionals.

The book is divided into 24 chapters that cover the domains of the ISC2 CCSP exam. The
details are listed below:

Chapter 1: Understanding Cloud Computing Concepts - Cloud computing is different
from on-premise computing in many aspects. This chapter highlights definitions related
to cloud computing and examines the shared responsibility model between Cloud Service
Providers and customers. The chapter reviews cloud computing characteristics and
common technologies in the cloud domain and explores the different levels and models
for cloud computing

Chapter 2: Concepts and Design Principles of Cloud Security - Security in the cloud relies
on foundational concepts and design principles. This chapter explores how cryptography,
Identity and Access Management (IAM), network security, and other concepts form the
building blocks of cloud security.

Chapter 3: Evaluating Cloud Service Providers - In a world with a wide variety of Cloud
Service Providers, it is challenging to pick a provider that meets your requirements. This
chapter helps you pick a CSP by providing methods to evaluate different vendors against
your business requirements

Chapter 4: Discover, Classify, and Manage Cloud Data - Storing data in the cloud may
sound scary, however, implementing good mechanisms to discover, classify, and manage
data in the cloud will offer you unprecedented data security.
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Chapter 5: Cloud Storage Architectures and their Security Technologies - Now that you
know how data “lives” in the cloud, it is time to explore how different architectures support
data types. This chapter explores different architectures for data storage, the threats they
face, and what security technologies should be implemented for them.

Chapter 6: Cloud Infrastructure and Components - Cloud infrastructure relies on similar
components as on-premise computing. However, how cloud computing is managed is
very different from on-premise computing. This chapter explores how cloud infrastructure
is set up, used, and managed securely.

Chapter 7: Datacenter Security - You might have heard, “The cloud is just someone else’s
computer”. In this chapter, we explore how data center security is a vital part of cloud
computing, regardless of the service model.

Chapter 8: Risk Management in the Cloud - The cloud comes with new and familiar
risks, this chapter examines how you can effectively manage and analyze risks within a
cloud platform or cloud infrastructure.

Chapter 9: Cloud Security Controls - Understanding and managing risks is extremely
important. However, picking the correct controls to (cost) effectively mitigate risk can
be extra challenging in the cloud. This chapter covers how you can implement security
controls within your cloud environment.

Chapter 10: Business Continuity and Disaster Recovery - While we design for systems
and applications to be resilient, things go wrong sometimes. This chapter dives into
ensuring your business continuity is ensured, even when things go wrong. The chapter
also explains strategies on how to recover from disasters if they do occur.

Chapter 11: Secure Deployment, Awareness, and Training - The cloud offers new
perspectives and tools for security, however, developing insecurely is as dangerous
in the cloud as it is on-premise. This chapter explores common pitfalls, cloud-based
vulnerabilities, and development tactics to ensure the software is developed securely
within or outside of the cloud.

Chapter 12: Security Testing and Software Verification - Secure development is essential
in creating a secure (cloud) ecosystem. However, while we always aim to develop securely,
we must verify that we did so. This chapter explores the role of security testing methods
such as static and dynamic code analysis, code review, penetration testing, and functional
and non-functional testing. The chapter also sheds light on how APIs can be secured, and
vulnerabilities within dependencies or open-source software can be detected.

Chapter 13: Specifics of Cloud Security Architecture - Cloud computing allows us to
look at security from a different perspective. This means that we also have to use security
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tooling in different places and in different ways. This chapter explores supplemental cloud
security components such as web applications firewalls, API gateways, and database
activity monitoring. Moreover, the chapter dives into encryption in the cloud, security of
virtualization through containers, microservices, and sandboxing

Chapter 14: Identity and Access Management - Broad access is one of the characteristics
of the cloud. However, to have broad access and be secure, we must manage identities
effectively and securely. This chapter explores how SSO (single sign-on), IdP (identity
providers), user federation, secrets management, multi-factor authentication, and cloud
access security brokers (CASB) form the puzzle pieces of secure access in the cloud.

Chapter 15: Infrastructure Security - While cloud service providers (CSPs) take over a lot
of security responsibilities, it is essential to understand the underlying technologies that
enable the security functions. This chapter explores how hardware security

models, trusted platform modules, and hypervisor security allow CSPs to create a secure
computing environment for their customers.

Chapter 16: Secure Configuration - Security tooling and complex cloud architectures
can improve security, however, the configuration powering the tools and systems is what
ultimately decides if an ecosystem is secure. This chapter explores the different security
policies that must be in place to create a secure environment. It dives into secure network
configuration, network security controls, OS Hardening, patch management, Infrastructure
as Code, High Availability, Monitoring of performance and hardware, backup, and restore.

Chapter 17: Security Operations - Policies and configuration are essential to create a
secure baseline within your environment. However, security processes ensure your
environment stays secure over time and adapts to emerging threats. This chapter further
expands on security policies, digital forensics, security operations like SOC, SIEM, incident
management, and how to communicate with customers, vendors, partners, and others if
all our controls prove to be ineffective.

Chapter 18: Legal and Regulatory Requirements in the Cloud - Cloud computing has
many benefits, it offers better availability, for example. Some of these characteristics have
drawbacks. When talking about legal requirements, the dispersion of data can complicate
the scope of regulations your organization must adhere to. This chapter explores various
legal requirements and risks associated with computing in the cloud.

Chapter 19: Privacy - Similar to legal requirements, privacy issues can become more
complicated in the cloud. It is essential to approach privacy with a well-thought out
approach. This chapter zooms in on country-specific legislation, data categories,
jurisdictions for privacy, standard privacy requirements, and privacy impact assessments.
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Chapter 20: Cloud Auditing and Enterprise Risk Management - The work of developers,
system admins, and security engineers is not the only work that changes when switching to
cloud computing. Auditors have had to change their approach as well. In an environment
with shared responsibilities, auditing can be challenging. This chapter equips you with
tactics, tips, and tricks on auditing processes within the cloud, the types of audit reports
you might require of a CSP, how you plan audits, and how you can provide auditors with
the data they need before they ask for it.

Chapter 21: Contracts and the Cloud - When you decide to use cloud computing within
your ecosystem, how you purchase services changes significantly. You will have to ensure
the services you purchase live up to your organization’s expectations. This chapter explores
how you can use service-level agreements, master service agreements, and statements of
work to ensure you get the services you need. While vendor, contract, and supply chain
management ensure you can prevent issues now and in the future.

Chapter 22: Duties of a CCSP - Passing the CCSP exam allows you to join a select
group of cloud security experts. However, being a CCSP or associate of ISC2 also bears
Responsibilities. In this chapter, the responsibilities of a CCSP are highlighted based on the
ISC2 code of ethics.

Chapter 23: Exam Tips - The exam tips section highlights a breakdown of the exam process
and provides tips and tricks to approach the exam most effectively.

Chapter 24: Exam Questions - The exam prep section contains a CCSP practice exam to
test your knowledge across the six different domains.
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CHAPTER 1

Understanding Cloud
Computing Concepts

Introduction

Cloud computing is different from on-premise computing in many ways. This chapter
helps you understand the various forms of cloud computing. This chapter will introduce
you to the characteristics of cloud computing and standard technologies found in the
cloud. It also examines the cloud reference architecture, which outlines responsibilities
between Cloud Service Providers (CSPs), cloud consumers, brokers, and auditors.

Structure

This chapter covers the following topics:

Cloud computing characteristics

Public cloud, private cloud, hybrid cloud, community, and multi-cloud
Cloud operating models (IaaS, PaaS, and Saa$S)

Shared responsibility model

Cloud reference architecture

Building block technologies (virtualization, storage, networking, databases, and
orchestration)
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* Cloud computing characteristics

e The impact of cloud technology

Objectives

In this chapter, you will be able to understand the concepts of cloud computing. You will
gain an understanding of the different shapes of cloud computing, the related service
models, and the characteristics of cloud computing overall. The chapter will outline how
cloud computing environments can integrate with an organization’s IT landscape. It will
also cover the strengths and weaknesses every cloud computing service model presents
and help you determine which model is suitable in what situation. The chapter covers
all building block technologies you will see in cloud computing environments while also
helping you outline the responsibilities within the cloud.

Essence of cloud computing

Cloud computing. Many people do not know what to expect when they hear this term.
However, the essence of cloud computing is simple. Cloud computing is using someone
else’s computing resources for your computation needs.

Throughout the past decades, we have already been working with forms of cloud
computing. Think of web applications offered by third-party providers (Software as a
Service) or even companies like Azure that allow you to rent servers and infrastructure
(Infrastructure as a Service).

The main difference between current-day cloud computing and the examples above is that
companies have branded themselves as cloud service providers (CSPs). These CSPs have
adopted a business model of providing computing services to their customers through
on-demand self-service in a scalable fashion. A web hosting company allows you to rent
a pre-defined number of servers. But a CSP lets you (automatically) start and create new
servers to accommodate more traffic or stop servers or instances when you no longer need
them. We call this rapid concept elasticity.

Cloud computing has more benefits than past-day hosting models. One of them is
called measured service. Measured service means that your usage of the CSPs services
is continuously measured, and you only pay for what you use. Combined with rapid
elasticity, this offers some attractive benefits.

For example, if your company uses an internal application only during work hours, you
can shut down the servers that support the application after work hours. Meaning you
would only pay for the hours that the servers were running. If you have a workday from
9 am until 5 pm, you would only pay for 8 hours of operation.

Of course, you could do this in your data center, but you would have to shut down an
entire server to save on energy costs. Since you already paid for the servers, turning
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them off does not save as much money. If you use virtualization within your data center,
shutting down a server might also impact other applications. In short, rapid elasticity can
be challenging to achieve in on-premise computing,.

CSPs use an operating model called resource pooling to facilitate rapid elasticity
and measured service. Resource pooling means the provider has a pool of computing
resources. For example, storage is assigned to a specific customer on-demand. On-demand
assignment of resources means the following;

In the example above, your company only uses a server during work hours. Once the
server shuts down, the available computing resources return to the pool. Similarly, if
another CSP customer requires more resources, the compute capacity you just released
becomes available to another customer.

EXAM TIP: Resource pooling is a significant risk of cloud computing as it involves
sharing hardware resources with other organizations.

The effect of resource pooling is significant to CSPs as it allows them to serve multiple
customers without having dedicated hardware for every customer. Limiting the amount
of required hardware lets the CSPs control costs. However, it can also bring risks to the
table. If customers demand more service than is available, the CSP might not have enough
resources to satisfy demand, leading to service outages. On the flip side of this coin, when
a CSP overprovisions its resources, and there is little demand, the CSP is incurring high
costs for no returns. Many CSPs will offer customers reduced rates if they commit to a
minimal pre-determined usage level. Such commitments allow the CSP to determine
better how much hardware should be available, preventing the resources from being over
- or under-leveraged.

The last characteristic of cloud computing is called broad network access. Broad network
access means cloud computing resources are available to customers online. Most CSPs
(like AWS, Microsoft Azure, and GCP) offers an online portal that allows you to log
in and provision your resources on demand over the internet. Contrary to on-premise
computing, where the need for new resources requires the purchase of new servers and
access to the physical site of the devices. Broad network access makes cloud computing
easy.

To summarize, NIST defines the five characteristics of cloud computing: on-demand self-
service, broad network access, rapid elasticity, measured service, and resource pooling.
These characteristics will be the red line throughout this book, presenting many significant
strengths and specific security challenges.

Cloud comes in many shapes

Cloud computing is applicable in different ways. An organization might use cloud
computing for all or some of its workloads. A computing cloud environment is creatable
at different scopes as well. Some clouds serve a single company, while others might help
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a whole community of companies. Regardless of the shape of cloud computing used,
every model has its benefits and drawbacks. Lets us explore the different forms of cloud
computing that exist.

Public cloud is probably one of the most well-known shapes of cloud computing. In a
public cloud, a CSP provides cloud computing services to virtually anyone wanting to
purchase them. The CSP wants to make it easy for customers to consume their services.
Because a public cloud provides services to a broad audience, they usually are very good
at self-service provisioning. However, a public cloud also means many customers share
the available resources. When you share resources with other organizations, you must
realize that this creates security risks.

An attacker on a completely unrelated company could cause service outages (or worse)
to your organization. For example, if another customer is hosting a virtual machine on
the same server your virtual machine is running, and an attacker can break out of the
virtual machine of the other company, they can potentially disrupt the availability of the
underlying server. Of course, cloud providers take measures to prevent such events from
occurring, and we will examine those measures throughout the book.

Private cloud is a form of cloud computing where the hardware (and infrastructure) used
is exclusive to a single customer, or the company itself owns and manages the hardware.
A private cloud is generally more secure but almost always more costly. If the organization
operates the private cloud, it also involves more effort and knowledge of secure design and
operations. Many CSPs provide private cloud services to the customer by allowing them
to reserve hardware for their organization only. Other large parties, like governmental
agencies, even build their cloud computing environments in their data centers. When a
company or governmental agency creates its cloud, they act as the CSP and the consumer.
The consumer can then still benefit from the characteristics of cloud computing without
having to share underlying infrastructure with other organizations.

Hybrid Cloud is a form of cloud computing where private and public clouds are
combined. A hybrid cloud allows an organization to pick and choose where they want to
process specific workloads. Determining where you process a workload will enable you
to separate sensitive workloads. You might not want to process in a public cloud from
everyday computing that does not require dedicated infrastructure. Public and private
cloud environments are often connected using dedicated connections such as VPNs or
even leased lines. The following table shows examples of the composition of different
cloud shapes:

Public Private Hybrid Multi
cloud cloud cloud cloud
Microsoft on-premise on-premise Microsoft
Azure data center data center Azure
OR AND AND
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Public Private Hybrid Multi

cloud cloud cloud cloud
Amazon Web Amazon Web Amazon Web Services

i AW AW

Services (AWS) Services (AWS) (AWS)
OR AND
Google Cloud Google Cloud Platform
Platform (GCP) (GCP)

Table 1.1: Examples of public, private, hybrid, and multi-cloud setups

Community cloud is a form of cloud computing where multiple organizations share the
same computing environment. Community clouds are common for organizations that
collaborate. For example, universities that perform research projects can benefit from using
a shared cloud environment to process and share research results. Sharing a computing
environment with other organizations can pose security risks, as every organization must
ensure its internal security practices are in line.

For example, if university A uses usernames and passwords to authenticate and University
B uses Multi-Factor Authentication (MFA). Attackers would be far more likely to gain
access to the environment through a compromised university A user. Therefore, it is
essential to create a standard set of controls that establishes a security baseline of how the
community cloud should be secured, configured, and operated between all organizations.

Multi-cloud is the last form of cloud computing to cover. A multi-cloud environment is
an environment that exists out of multiple cloud environments. For example, a multi-
cloud environment might have a Microsoft Azure environment and an Amazon Web
Services (AWS) environment. Separating your computation needs over multiple clouds
allows you to leverage specific tools that a CSP has to offer. Those tools might work better
at one CSP than the other, or costs might be lower at one CSP than the other. However,
many organizations also choose a multi-cloud environment to fight the risk of vendor
lock-in. Vendor lock-ins are not specific to cloud computing and mean that you establish a
dependency on a single vendor that might force you to keep doing business with them as
your operations are highly dependent on the vendor.

In some cases, this dependency on a vendor can be dangerous. For example, a vendor
promises to perform security patches daily per their service level agreement (SLA).
But it turns out your vendor does not do this. Your organization confronts the vendor,
but the vendor refuses to fix the issue. Your organization might choose to pull out of the
contract, but if all your online services are hosted at this vendor, pulling out might mean
you have to shut down your services. Shutting down the services for a prolonged period
can significantly damage an organization. Multi-cloud attempts to solve this, allowing
you to build the same online services at two vendors. If you properly sync data between
the environments, you can shut down the environment at the vendor you no longer want
to work with and continue with the other vendor. Remember that not every multi-cloud
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