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Preface

Open-Source development has been the single largest contributor to the development
community and the contributions are used across the IT landscape including corporations,
universities, schools etc. Despite being highly popular, contributing to open source and
navigating open source systems has always been a challenge and some reasons could be
due to most open source developers holding other day jobs which might also be their
regular work.

Memcached (https://memcached.org/) is one of the largest commercially and non-
commercially used caching systems in the IT world, with a relatively smaller codebase that
enables developers to understand the basic skelitals of source code structures, while really
enabling developers to hone their skills towards development of high quality production
grade, enterprise ready open source software. Most server based technologies

Open source development skills enable developers to understand intricacies of softwares
enabling powerful decision making while choosing technologies over trends and making
mature decisions on a day to day development basis. This books is for all programming
enthusiasts and is designed to be a Source code 101 level book but can help developers
elevate to architect level decision making as well as architects to make solid software
decisions while building sustainable and scalable systems.

Chapter 1: Source Code Explorations in Open-Source Systems - Navigating large open
source code bases have both been tricky and difficult to understand the intent of the created
code. Despite this, it happens to be one of the most sought after skills to develop and
architect high performance code. In today’s age of scalable systems some of the toughest
problems contain the answers in understanding the codebases of the used systems. This
chapter explores some common ways to begin and navigate the journey and understanding
differences and similarities between different open source systems.

Chapter 2: Getting Started with Memcached Design - Most server based systems to
accommodate for high network IO capability on commodity hardware and resource
utilization adopt the usage of the event loop based systems to manage both the 10
connections as well as network management. Once the data is input into the system,
the protocol manager reads the data to identify the type of data coming from the client.
The data input is then placed on the LRU cache with the management of the expiry of
individual data units. The network manager manages the connection lifecycle from clients
as well as managing the timeouts and their termination if needed.
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Chapter 3: Design of Event Loop - Asynchronous Socket driven systems contain an
event loop that drives connections to the server using a shared thread that handles both
connection and data management to the application. The event loop can be created using
operating system primitives which help application developers minimize the time to both
create and manage the event loop and the operations associated with it.

Chapter 4: Server Initialization - Initialization of the server includes parameters for the
users to configure the server for both performance and scalability as well as few parameters
specific to the underlying system.

Chapter 5: LRU Cache - The LRU Cache is the design of the internal cache memory that
holds users data as Key Value pairs. Memory being limited and memcached being a caching
system, the unused key value pairs have to be evicted from the system. The LRU Cache
contains mechanisms to remove these unused KV pairs to help keep the cache leaner.

Chapter 6: Slab Management - Allocation of memory to user’s key value pairs on a
demand basis, requires multiple calls to operating system primitives. Memcache uses the
slab allocation system to preallocate memory as well as divide the data into pages according
to the requested size. Preallocation of memory reduces the number of memory allocations
to be made in the runtime. The memory allocator is also protected by semaphore locks
to prevent memory corruption during allocation, reallocation and memory management.

Chapter 7: Server Authentication - Authentication to Memcached is not mandatory but a
suggested step for connecting to Memcached. The server provides a standard SASL auth
allowing users and connections with a username / password to be able to login to the
system. Additionally memcached also supports optional SSL auth to allow higher level of
security to connections trying to manipulate key data.

Chapter 8: Protocol Definitions - Memcached uses a custom protocol over TCP / UDP to
provide operations to its clients. The chapter deals with the design of the protocol, headers,
request and response bodies, as well as the status codes for success and unsuccessful
responses.

Chapter 9: Background Processes - Memcached uses background operations to perform a
few non synchronous critical tasks such as slab rebalancing, dumping memcached data to
files. This chapter deals with the flow of background processes and their generic structures.

Chapter 10: Proxy Server Design and External Storage - Memcached provides backdoor
entry for administrators to dynamically configure the server as well as examine server
statistics and vitalities as well as live user data.
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Chapter 11: Using Memcached at Scale - Memcached has been chosen as the tool of choice
owing to its commercial success as well as the simplicity of code along with the usage of
most common architecture patterns for client server based open source systems. Use cases
of caching softwares could range for a wide range of cases right from storage of audio,
video and other multimedia formats to textual data ranging from database results, user
session data to be distributed across different machines. This chapter covers many usages
at large scale in organizations such as facebook, twitter, pinterest etc. One of the major
drawbacks of memcached is the lack of support for clustering and hence this chapter talks
on the workarounds created in these systems to support clustering at such large workloads.

Chapter 12: Continuation of the Exploration Journey - Memcached has been chosen as
the tool of choice owing to its commercial success as well as the simplicity of code along
with the usage of most common architecture patterns for client server based open source
systems. The chapter covers identification of common patterns between different tools as
well as understanding the same to help continue the journey.
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CHAPTER 1

Source Code
Explorations in Open-
Source Systems

Introduction

Welcome to the navigation world, not the navigation done by sailors or the navigation
control systems used in satellites, rockets, or other locomotive systems, but in the ocean of
open-source code. While we are all sailors looking at the vast sea from the horizon, with
numerous sailors operating both on the horizon and the high seas, the maps available to
sail to the high seas are only a few. The ones operating there have not been able to create
many maps for new sailors to start sailing on their routes.

This brings us to the problem at our hands: navigating open-source code and systems,
which are large systems with millions of lines of code, in many cases undocumented,
making the learning curve very steep for new enthusiasts to be able to learn and contribute
to these systems.

The incentives to learn open-source systems being very high prompts many students
and engineers to jump into the arena, often being derailed due to a lack of systematic
documentation. This chapter covers the reasons to master, navigate and understand open
source code systems and its benefits.

Memcached captures the common essence of most open-source systems and is concise for
enthusiasts willing to begin exploring open-source systems. This chapter does emphasize
common factors across systems. This book aims to help enthusiasts begin their journey
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2 Source Code Exploration with Memcached

with a small code base and still be able to understand the core aspects of open-source
systems.

Structure

In this chapter, we will discuss the following topics:
e Need to understand open-source code
o Open-source systems commonly used around us
e Commonalities of different systems
e Common structure of open-source code systems
o Eventloops in network-based systems
o Memory organization
o Data structures
e Benefits of understanding, contributing to and extending open-source systems

e Open-source licensing

Objectives

After studying this chapter, you will develop the ability to recognize the importance
of understanding open-source code. This involves appreciating why delving into the
intricacies of such codebases is crucial. Furthermore, you will gain insights into the
structural similarities that underlie different open-source codebases. This will be achieved
through the use of illustrative examples that highlight common patterns across various
projects. A clear understanding of the significance of documentation within open-source
code systems will also be obtained. Additionally, you will acquire the skills necessary to
effectively expand upon existing open-source code systems, facilitating their ongoing
evolution. Lastly, you will attain a comprehensive comprehension of prevalent open-
source system licenses and their far-reaching implications. This knowledge will encompass
a deeper understanding of how licenses influence aspects like usage, distribution,
contribution, and more.

Need to understand open-source code

Sea swimmers love to enjoy the sights under the sea from the shallower side, commonly
referred to as snorkeling. Although this is enjoyable and appreciable, one needs to get
to the bottom of the ocean to see the gems. Advanced use cases, performance studies,
architecture decisions in high-scalability systems, bug evaluations, and so on require an in-
depth understanding of the system being used. Understanding open-source code is one of
the most sought-after skills in the industry today. Despite this, the number of professionals

Kup ksigzke


http://helion.pl/page354U~rt/e_43ir_ebook

Source Code Explorations in Open-Source Systems 3

in this area has been limited and continues to be so due to a high entry barrier. It prevents
easy onboarding for new contributors to start understanding and contributing. Despite
that, the blame cannot be handed to the developers of these systems, as they spend a
considerable amount of their free time helping developers around the world at almost no
charge. While some open-source systems have enterprise versions or enterprise modules,
the efforts are always praiseworthy.

Let us consider the case of an architect; designing a massively scalable system such as
Facebook /Instagram needs the selection of a caching system. They are presented with
options and are asked for their reasoning for selection. Common solutions would be to
study the benchmarks and performance studies provided by individual organizations
or other study groups. Although this could help, there could be biases or many points
missing. The other approach could be the architect taking up the source codebase of the
systems and analyzing the performance in key areas like connection limits, throughput,
and so on. This not only helps them understand the system but also gives an in-depth
picture of the usability of the system, which can later be used to configure the system as
per the requirements of the use case. The team can also fork the main repository and create
a version that suits their needs.

An example could be to write an independent memory allocation system, overriding the
default considering the known size or format of the data being stored/optimizing for
data types like images or videos. These in-depth changes to an open source system or
optimizating it require understanding the systems in totality. These are not imaginary
use cases, as we will see in Chapter 11, Using Memcached at Scale, where such use cases are
mentioned in depth. Facebook had changed the routing protocol within Memcached to
create a fork, to suit its needs for higher bandwidth availability.

The question could naturally arise as to why large enterprises, such as Facebook, choose to
change the code over writing their custom versions of the same. The driving force behind
this is the common knowledge base of open-source code developers, which is leveraged
over a small set of developers working on software. Open-source software derives a major
benefit from the best developers in the world, contributing to creating the most adaptable,
scalable, and usable software using state-of-the-art coding and evaluation processes. This
results in great systems, especially from a security standpoint, owing to the number of
eyes on the code base to catch such errors before they enter into usage. Hence, most large
enterprises prefer to use this common knowledge base and provide sponsorship to thank
and help the community grow while writing the custom modules needing optimizations
within the organization.

The benefits of understanding the source code are not only for enterprise architects.
The other beneficiaries are the student communities who have time and curiosity and
can be impacted by learning the systems ground up rather than using manuals or books
to understand the functionalities. The students can slowly graduate from developers to
architects providing state-of-the-art suggestions and developing enterprise-grade systems
with a solid-working knowledge of the systems being used.
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Understanding open-source code is necessary for every developer to develop state-of-the-
art code for high scalability, performance, and security.

Open-source systems commonly used around
us

The world around us is impacted to a greater extent by open-source systems than we
realize. From the phones we use and the vehicles we operate to the electric grids around us
and the watches we sport, open-source code has impacted people’s lives in various ways,
much to our unawareness.

Some of the open-source systems used widely are listed here:

e Android, one of the most widely used operating systems for smartphones, is
known to be an open-source project. Although it could be argued in the strictest
sense that the majority of the development happens with Google, the source
code is made available to the world to understand the implications and provide
quantitative feedback to improve the system.

e FreeRTOS, an open-source embeddable operating system with a remarkably
low memory footprint, is used in a wide range of systems, from smartwatches
and trains to controlling systems and IoT devices, including common household
systems like doorbells and emergency fire alarms. These systems are even used
aboard airplanes and stand as a testament to the reliability and security of the
software developed by the community.

e Linux stands as a testament to an individual’s vision that could lead to a total
change in the thinking of an entire industry and shifting development paradigms
to expand to the cloud revolution. The impact of Linux is ubiquitous on almost
all systems and software that we use, from operating systems like Android to
MaclIntosh.

e MySQL and PostgreSQL; it would not be wrong to say that if start-ups can spawn
up in every corner of the world, the role of open-source software is large. Ranging
from programming languages and their libraries to data storage systems like
MySQL, everything is offered free for development and enterprise usage. MySQL
has revolutionized data management by offering RDBMS solutions for free, which
is suitable for operation at a high scale. The impact is seen worldwide in every
application sector, from software services to banking and governance.

¢ Programming languages like Python, Lua, C, C++ (compilers), Lua, Rust, database
systems, caching systems, web frameworks, and libraries, the availability of open-
source code systems has greatly impacted visibility and democratized developer
access to enterprise-grade software, resulting in rapid innovation at minimal
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cost. The impact of open-source software is greater than we can imagine, and the
software mentioned here are just the tip of the iceberg;.

e Kubernetes (commonly referred to as K8s) is an open-source container
orchestration platform that automates containerized applications’ deployment,
scaling, and management. Google initially developed it, and it is now maintained
by the Cloud Native Computing Foundation (CNCEF).

Kubernetes, being an open-source project, offers collaborative development,
transparency, flexibility, vendor-agnosticism, cost-effectiveness, a rich ecosystem,
continuous improvement, and strong community support.

Commonalities from different systems

A programming language contains a parser, symbol table generator, compiler, assembler,
and interpreter, to mention a few common phases, along with memory management,
thread management, configurations, data structures, and many more. While exploring
multiple languages, we can note that the code stages remain almost identical. The parsing
is depicted as grammar that is internally a decision tree. It is worth noting that while initial
efforts could be needed to understand the working of these systems, the others would
soon be a breeze. Although the initial barrier could be high, the commonalities between
various systems greatly reduce the time required for understanding other open source
systems in the journey.

Common structure of open-source code
systems

The open nature of the ecosystem with code accessible through the internet and the liberal
nature of the licenses meant developers had access to the ecosystem’s knowledge to
understand and use common structures, enabling other systems. For example, hashmaps
and dictionaries share similar implementation in Python, Redis, and Lua. Such striking
similarities can be observed while examining and comparing open-source systems. We can
see that most open-source systems use a similar memory management system to reduce
the number of OS calls. This commonality greatly helps us understand these systems. In
this chapter, we aim to generate higher curiosity by practically using small code snippets
to demonstrate such similarities.

Event loops in network-based systems

Network-based systems provide services on a port and are typically served through the
internet, with clients connecting from across the world. Most of these systems need clients
to connect and access services on a larger scale. Although the concept of event loops will be
covered in detail, it could be considered to make several connected clients share a common
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