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Preface

There is a rising trend in cyberspace where cyber criminals are trying to contact vulnerable people, causing a
sense of threat or fear. The impact of cybercrime can be as severe as physical offenses, even though the cyber
criminal is not physically visible and their location may be unknown. Internet and intranet exploitations
can result in extortion, lottery scams, credit card scams, etc. This is due to the lack of proper organizational
structure to counter cyber threats effectively. Therefore, law enforcement agencies, citizens, and educational
institutions, should keep updating themselves with new technologies. This will help them understand the
possibilities that may be created by criminals and how they can be used as tools for fighting cyber crime.

To handle the increasing volume of cyber crimes and its complexity, it is necessary that corporates, police,
judiciary and people be sensitized about cyber crime related problems. On the other hand, cyber forensics is
also important in terms of evidence gathering, creation and presentation purposes to solve cyber crime cases.
Internationally, cyber law has evolved into a distinct legal field aimed at addressing cybercrime, enhancing
the capabilities of cyber experts and investigators in effectively combating cybercriminal activities.

In this book, we have discussed various cyber crimes with the help of examples, along with discussing the I.T
Act. We have also explained how to setup cyber lab using open source softwares. Furthermore, this book will
provide you with some critical aspects of cyber crime and investigation processes.

Chapter 1: Setting up OSINT Environment - Open Source Intelligence (OSINT) is a technique used to describe
the search, collection, analysis, and use of information from open sources, about a particular target. The target
may be cyber criminal/ cyber terrorist/ public enemy. In other words, OSINT refers to all the information that
is available to the general public. The investigation through OSINT requires proxy identity, hence, in this
chapter, we have given an introduction and showed how to setup OSINT lab for investigation.

Chapter 2: Secure Browsers — Concealing digital identity is essential for investigations using OSINT. There
are multiple techniques available in OSINT to hide a person's digital identity. Keeping this in view, Chapter
2 explains how to secure the web browser using ad-ons and in-built feature of web browser. It will also equip
you with hiding digital identity, such IP address, geo-location etc.

Chapter 3: Exploring OS Security — Operating system is the core part for communication devices. Without it,
you cannot share data globally or locally. OS security means protecting the OS from threats, viruses, worms,
malware or remote hacker intrusions. This chapter discusses OS security, encompassing all preventive-control
techniques which safeguard any computer assets capable of being stolen, edited or deleted if OS security is
compromised.

Chapter 4: Online Privacy and Security — Privacy is very important when you are working as an OSINT
investigator. Most companies are selling user data to advertisers, making it very likely that your data will fall
into the wrong hands at some point. However, there is no one best tool for privacy. This chapter will cover the
best way to boost your online privacy, i.e., using a combination of tools.

Chapter 5: Tail OS in Use — According to Tail OS community, Tails is a portable operating system that protects
against surveillance and censorship. In other words, Tail OS can be used to access the internet while keeping
your identity anonymous. In this chapter, we have explained how to use Tail OS for tracing cyber criminal
footprint.
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Chapter 6: Using Tor Browser — Torbrowser is used to hide the user's IP address. It is a useful tool for a cyber
investigator to track the presence of a cyber criminal on various social media platforms. This is also used by
hackers and cyber criminal to access the dark web. In this chapter, we have explained how to use Torbrowser
and its features.

Chapter 7: Advanced Search Tools — The pages that belong to the dark web cannot be discovered by a simple
search. The number of pages on these websites continually changes according to many factors, hence, Google
and other search engines cannot index the entire web. Therefore, the user must know how to use advanced
searching technique by using OSINT which is discussed in this chapter.

Chapter 8: Sock Puppet Accounts —Sock puppets are fake social media accounts used for OSINT investigation.
This account can be used by law enforcement agencies, police, and even hackers. The objective of creating
sock puppets account is to hide the digital identity of users such as real name and geo-location. In this chapter,
we have explained how to create sock puppets accounts for OSINT investigation.

Chapter 9: Exploring Footprinting — Digital footprints include user logins identity such as IP address,
geolocation, and visited website. An example of a digital footprint may be browsing history, likes, text
messages, search history, tagged photos, and videos, basically anything that leaves a digital trace that may be
linked back to users. You can review digital footprint by using privacy setting of the web browser. The digital
foot print is also known as digital shadow and is unique. In this chapter, we have explained footprinting based
on scenarios such as private networks and public networks to clear the fundamentals. We have also described
how to use OSINT tools to gather information about the remote target.

Chapter 10: Investigating E-mails — In this chapter, we have explained how to analyze e-mail headers in
technical and non-technical ways. We have described phishing e-mail on the basis of OSINT tools. We have
also explained how the law enforcement agency gathers the information from ISPs as well as the role of CERT-
IN which is the apex agency of Govt. of India, working in the field of cyber security.

Chapter 11: Utilizing Social Media - In this chapter, we have explained how to create an anonymous social
media account and then use the same to locate a target on available social media platforms using OSINT tools.
We have also explained how to fetch the social media ID along with its date of creation.

Chapter 12: Tracking Family and Friends — In this chapter, we have explained how to search a person using
OSINT tools. Some search engines explained in this chapter work better in some countries like the USA, UK,
and more. Do check if your country supports the tool, before buying a paid subscription.

Chapter 13: Mobile Identity Search — Mobile identity is related to data from mobile network operators, such
as a subscriber's mobile phone number, name and addresses. When you forensically examine the suspicious
digital device, such as mobile phone, it will provide a lot of information related to suspect such as the geo-
location of suspect at the time of crime etc. We can say that mobile identity is a digital identity. In this chapter,
we have explained how to search for a person using OSINT tools.

Chapter 14: Mining Online Communities — The online or internet community is a group of people with a
shared interest or purpose who communicate with each other digitally. Online communities have their own
set of guidelines. The primary difference between an online community and social media is that the online
community caters to an audience with a specific objective and social media is related to broad audiences.
Some online communities are not indexed by search engines. Hence, it may be used by cyber criminals to pass
the information. In this chapter, we have explained all these things using OSINT.
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Chapter 15: Investigating Domain and IP - In layman’s language, the website is also known as a domain name.
DNS and IP Address collectively can tell us about subscriber’s information such as IP address, geo-location
and payment details. In case of threatening e-mails, we have to investigate DNS and IP addresses to determine
who is behind the illegal act. In order to retrieve an IP address from some Internet Service Providers (ISP) it
will require warrant, or court order of the company for information. In this chapter, we have explained from
scratch to the advanced level, how the domain name works and what IP address works behind a specific
domain name, registrar, registrant, and IP Address providers.

Chapter 16: Detection of Data Leaks — Data leaks can cause companies to lose millions of dollars and their
reputation. In this chapter, we have explained various OSINT tools to detect the data leaks. We have also
discussed how to find data breaches using social medial platforms.

Chapter 17: Understanding Encryption and Digital Certificates — The learning objective for this chapter
is to understand the fundamentals of encryption, symmetric, asymmetric, hashers, SSL, TLS, certificates,
SSL stripping, and the weaknesses inherent in encryption. The objective of this chapter is to explain digital
certificates along with its security risk and how to mitigate it.

Chapter 18: Access Fake News — In this chapter, we have discussed how to detect fake news. We have also
explained topics like, what is fake news, how to identify it, why detect fake news and the efforts of various
organisations towards tackling the issues of fake news.

Chapter 19: Reverse Image Search — Reverse image search is a technology that takes an image file as input
and returns an output related to the image. Search engines that offer reverse image capability include Google,
TinEye, Bing, Yandex, Baidu etc. In this chapter, we have explained cropped reverse image searching. After
reading this chapter, you will be able to detect the differences between morphed and real images.

Chapter 20: Geo-location — In this chapter, we have explained how to use online maps such as google, yandex,
bing , mapillary and many more. The aerial maps are helpful when you are trying to know about the street or
other location. This is useful when law enforcement agencies want to move in a particular street/location for
investigation purposes.

Chapter 21: Identify Real Images — In this chapter, we have explained how to detect websites for sharing
photo and reveal the meta data of the photo such as longitude, latitude etc. We have also explained the default
extension used by cameras when you capture the objects.

Chapter 22: Use of Aadhaar and Social Security Number — With the crime rates increasing day-by-day,
governments have assigned a unique identification to each citizen that can help law enforcement agency
track criminals. and cyber criminals. In this chapter, we have discussed the use of Aadhar, and Social Security
Number.

Chapter 23: Tracking Fraud SMS - SMS services are used by various organizations to promote their product.
Schools/ colleges are also using SMS to provide information related to students' enrolment/examinations.
This is the positive use of SMS services. In this chapter, we will understand how law enforcement agencies
find who is behind a cyber crime by tracking a fraudster /malicious user's SMS sent to victims.
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CHAPTER 1

Setting up OSINT
Environment

Introduction

Open-source Intelligence (OSINT) is a technique to describe the search, collection, analysis, and use of information
from open sources about a particular target. The target may be a cyber-criminal, a cyber-terrorist, or a public enemy.
In other words, OSINT refers to all the information that is available to the general public. This information can be
used for intelligence gathering. The investigation through OSINT requires an anonymous identity. Hence, in this
chapter, we have explained the introduction as well as how to set up an OSINT lab for investigation.

Structure

In this chapter, we will cover the following topics:
¢ Introduction to OSINT
e Setting up a virtual lab for OSINT
e Creating snapshots for VMs
e Introduction to Linux command line
* Antivirus
* VPN and its uses
¢ Lab using proton VPN

Objectives

After reading this chapter, the reader will be able to understand the open-source intelligence tools and techniques
and learn about setting up a lab using an open-source operating system, basic operating system commands, and its
file system, along with the lab using a virtualization platform (virtual box).

Introduction to OSINT

OSINT is the collection and analysis of data gathered from open sources, that is, publicly available sources (the
sources may be websites/newspapers/others) to produce meaningful/actionable intelligence. The intelligence
agencies use OSINT to track events, for example, weapons systems, public enemies, terrorists, cybercriminals, war-
like situations, and so on. These are the targets of interest. Hence, OSINT is low-risk, cheap, and often highly
effective. OSINT is completely legal because it only uses publicly available information through open sources. In
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other words, it does not include information that is stored within an organization’s database. A hacker uses OSINT
to gather information before launching an attack on the target. Some of the OSINT sources are as follows:

e News and media

e Literature

e Social media

¢ Court filings

e Arrest records

e Public surveys

e Telephone directories

e (Census data

* System vulnerability data
e Dark web
* Deep web

Online media and search engines make OSINT faster and easier, and social media is the most effective medium for
gathering information about individuals/organizations. The OSINT investigator must have strong searching skills.
Today, you can find most of the data on social media platforms using advanced searching techniques. The hackers
and intelligence agencies view social media profiles on sites such as LinkedIn, Facebook, and Instagram and then
take decisions accordingly based on the intelligence they have collected.

Setting up the virtual lab for OSINT

In the following section, the documentation part is taken from the open-source virtual box website https://www.
virtualbox.org. The VirtualBox provides the virtualization environment to set up the lab. The step-by-step process
is given as follows:

The hardware/ software requirements to set up the OSINT lab process are as follows:

¢ Recommended hardware for Oracle VirtualBox

o

o

(o]

(o]

Memory: 1.5 GB or 4 GB with Oracle XE
Processor Type: 32bit or 64-bit
Processor speed: 1.83 GHz

Hard disk: 5 GB

¢ Recommended hardware for Linux-based operating system

o

If hardware is running a 64-bit processor with virtualization capability (Intel VT-x or AMD-V*) and at
least 3 GB of memory and 50 GB of disk space, then we can run two virtual machines, each with one
GB RAM and one GB for the host machine.

The user can perform the lab by using open-source software “VirtualBox” for Windows/Linux. You
can download the 64-bit or 32-bit VBox, depending on the processor architecture. The virtual box is a
virtualization platform where users can install multiple operating systems on a single host. It is also known
as hosted virtualization. The step-by-step process is as follows:

1. Open the web browser and access https://www.virtualbox.org/wiki/Downloads. Then, select Windows
hosts if you want to install it on the Windows operating system.

2. Double-click on downloaded exe. This would display Figure 1.1. Click on the Next button:
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i Oracle VM VirtualBox 5.0.0 Setup

Welcome to the Oracle vM
VirtualBox 5.0.0 Setup Wizard

The Setup Wizard will install Orade VM VirtualBox 5.0.0 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Version 5.0.0 ‘ Cancel

Figure 1.1: Welcome wizard

3. This would display the location where your VBox file would be installed. You can change the file location
by using the Browse button. Then, click on the Next button, as shown in Figure 1.2:

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

Vir tualBox Application Orade VM VirtualBox 5.0.0
VirtualBox USB Support application.
=3 ~ | VirtualBox Networking

£ - | VirhualBox Bridge: This feature requires 160MB on

S - | VirtualBox Host-C|  your hard drive, Ithas 3 of 3
v| VirtualBox Python 2.x Su subfeatures selected. The

= subfeatures require 5849KB on yo...

I Location: C:\Program Files\Orade\VirtualBox\ I

Version 5.0.0 Disk Usage

Figure 1.2: Location selection for installation

4. Now, click on the Next button, as shown in Figure 1.3:

i Oracle VM VirtualBox 5.0.0 Setup

Custom Setup
Select the way you want features to be installed.

Please choose from the options below:

Create a shortcut on the desktop
Create a shortcut in the Quick Launch Bar

Register file assodations

PR — =

Figure 1.3: Selecting options

5. This will reset the network connection temporarily and will install the Network interface card for VBox.
Click on the Yes button, as shown in Figure 1.4:
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Warning:
Network Interfaces

Installing the Orade VM virtualBox 5.0.0 Networking feature
will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 5.0.0

Figure 1.4: Network connection resetting wizard

6. Click on the Install button, as shown in Figure 1.5:

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Figure 1.5: Installation wizard

7. Now, the installation process will start. Refer to Figure 1.6:

Oracle VM VirtualBox 5.0.0

Please wait while the Setup Wizard installs Orade VM VirtualBox 5.0.0. This may
take several minutes.

Status:

Version 5.0.0 <Back Next >

Figure 1.6: Installing software

8. A user access control window would be displayed. Click on the Yes button to allow the VBox. Then click
on the Install button, as shown in Figure 1.7:
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Would you like to install this device software?

Name: Oracle Corporation Universal Serial Bus ...
- Publisher: Oracle Corporation

Always trust software from "Oracle Cerporation", I Install I | Don't Install

@ You should only install driver software from publishers you trust. How can | decide
‘ which device software is safe to install?

Figure 1.7: Installing device
9. Click on the Finish button, as shown in Figure 1.8:

Oracle VM VirtualBox 5.0.0
installation is complete.

Click the Finish button to exit the Setup Wizard.

[W] start Oracle VM VirtualBox 5.0.0 after installation

Version 5.0.0

< Back Cancel

Figure 1.8: Installation complete wizard

10. In Figure 1.9, we can see that VBox is installed:

Machine Help

sge A 5
{} 14045‘ \/ I:\) €23 Details | (2 Snapshots

New Settings Discard Start,

Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The list is empty now
because you haven't created any virtual machines yet. —_—
5

main tool bar located at the top of the window.

&

You can press the F1key to get instant help, or visit N

In order to create a new virtual machine, press the New button in the f?"‘,
www.virtualbox.org for the latest information and news. .

Figure 1.9: Displaying virtual box in default mode

11. Now download the virtual machine for OSINT using the website https://www.tracelabs.org/initiatives/
osint-vm and then import the OVA file on the virtual box, as shown in Figure 1.10:

File Machine Snapshot Help
é’ Preferences... Ctrl+G

(5] Import Appliance... Cctri+l
(R}  Export Appliance... Ctrl+€

= Tools 3

@) Check for Updates...
A\ Reset All Warnings

@ quit ctri+Q

Figure 1.10: Importing appliances
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