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Preface

The age of digital transformation and more autonomy has established that there is
essentially an expedited demand for system-to-system integration, with data flooding in
innumerable volumes. Now more than ever, managing APIs efficiently and securely at
scale is of utmost importance. Azure API Management (APIM) offers a robust solution to
meet these growing needs, empowering organizations to streamline their API ecosystem,
optimize performance, and ensure security in their digital landscape.

As atechlead and an avid follower of Microsoft technologies (more specifically Azure), my
experience with APIs so far hasbeenboth enriching and challenging. Thisbook encapsulates
years of API design, development, and management experience that spans across different
sectors. My goal is to provide you with a complete guide to Azure API Management,
starting with the basics, which will help beginners, and then advanced methods. For
developers who want to get hands-on experience with Azure API Management, solutions
architects looking for ways to integrate APIM into enterprise-scale solutions, and everyone
in between, this book offers something valuable by way of guidance.

This book has been structured in a manner that starts with the basics of Azure API
Management while slowly moving on to cover more advanced concepts by providing
crystal clear explanations and real-world use cases. We start with simple questions: what
are APIs, and why do we need their management in modern software architectures? We
then move on to exploring the features and capabilities of Azure’s API Management
platform using best practices for implementation in your own projects. Every chapter
continues from the previous and provides gradually accumulating insights that give you
the essential knowledge to guide your hands through mastery of Azure APIM.

In the process of writing this book, I also thought about the diverse audience it may
attract—from students and budding developers to seasoned professionals and enterprise-
level engineers. The aim is to make the ideas understandable and offer practical guidance
that you can apply directly to your projects.

This book will be a useful road map to your APl management journey, helping you navigate
the growing world of API Management and maximize what Azure offers. Learn to unveil
the patterns that have helped countless companies innovate faster in Azure using Azure
API Management.

Chapter 1: Introduction to Azure — This introductory chapter explains the fundamental
concepts of cloud with Microsoft Azure as an example. The idea is to introduce the cloud
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to a beginner and help the reader understand its need in today’s Information Technology
(IT) industry. The chapter touches upon the various offerings from Microsoft and provides
an overview of the various services (resources, as we shall call them moving forward) so
that one knows the capabilities of the Azure Cloud platform and the potential problems it
is trying to solve for start-ups as well as for the industry.

Chapter 2: API Overview — This chapter introduces application programming interfaces
(APIs) and shall help one understand the role they play in any software or web application.
The intent is to ensure that the readers understand why we need APIs, what value they
bring, and how the development of reliable, secure, and faster APIs can make a difference
in any software.

Chapter 3: Introduction to Azure API Management — This chapter introduces the Azure
API Management (APIM) service offered by Microsoft Azure. We shall discuss the basic
features and concepts of API management and get an overview of the service. This will
help us get started with the service and guide us in creating a new API management
resource in Azure.

Chapter 4: Building My First API — This chapter introduces the Azure Functions service
offered by Microsoft Azure. We shall start by creating a simple Azure Function locally
with some basic code and eventually publish the same in Azure. This will also help us
understand the process of cloning a repository from GitHub and making use of the code.
Notably, we shall use the same API code in the following chapters as well.

Chapter 5: APIM in Focus: Navigating the Basics — This chapter introduces the Azure API
Management service and a few of the basic options available in it. While there are many
things that one can do with API Management, this chapter intends to make the readers
comfortable with the resource by navigating to the first few options available in it, most of
which will not have a major impact on the resource.

Chapter 6: APIs and Products — This chapter digs deeper into two of the core features of
the Azure API Management service. APIs are the fundamental part of the service, on top
of which the Products and Subscriptions are built. This is useful for enterprises that aim
to build reusable services and wish to expose them in the form of APIs to multiple clients.

Chapter 7: Users, Groups and Subscriptions — This chapter digs deeper into three
more features of Azure API Management service. Users and Groups are important for
the API management resource to identify users and manage them effectively with the
right privileges. Subscription is useful for enterprises that aim to build reusable services
and wish to expose them in the form of APIs to multiple clients with custom needs. For
the readers who have not followed this book from the beginning and wish to read only
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these topics, a fair idea of API management is a must, and reading the last chapter is
recommended to get the most out of this chapter.

Chapter 8: Versions and Revisions — Understanding versions and revisions is crucial for
effective API governance in Azure APl Management. Versions allow for simultaneous
deployment of APIs with different functionalities, while revisions enable iterative
improvements without disrupting existing services. Mastering these concepts empowers
seamless API lifecycle management in Azure. This chapter will help you with these
concepts.

Chapter 9: Policies — This chapter delves into policies in Azure API Management and
provides a comprehensive overview of how policies can be leveraged to modify API
behavior through configuration. By understanding policy concepts, configuration files, and
sections, readers gain the knowledge needed to create and implement policies effectively
within Azure API Management for enhanced API control and management.

Chapter 10: Monitoring — This chapter explores the various options under the monitoring
section of Azure API Management. It revolves around understanding the metrics using
application insights and analytics pane, managing logs using logs, exporting them via
diagnostic settings, acting on advisor recommendations, etc. These options together offer
a comprehensive toolset for monitoring APIs in Azure API Management or any Azure
resource in general.

Chapter 11: Infrastructure and Deployment — This chapter digs deeper into a lot more
options available in Azure API Management related to deployments and infrastructure.
These options are usually utilized after we have stabilized the APIs deployed in the
resource and are vital for smooth operations and achieving enterprise-centric goals.

Chapter 12: Security and Automation — This chapter includes a few less commonly used
options in Azure API Management related to security and automation. While managed
identities and certificates ensure the secure functioning of the service, the defender for
cloud option offers suggestions to improve the infrastructure.
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CHAPTER 1
Introduction to Azure

Introduction

This introductory chapter explains the fundamental concepts of cloud with Microsoft
Azure as an example. The idea is to introduce the cloud to a beginner and help the reader
understand its need in today’s Information Technology (IT) industry. The chapter touches
upon the various offerings from Microsoft and provides an overview of the various
services (resources, as we shall call it moving forward) so that one knows the capabilities
of the Azure Cloud platform and the potential problems it is trying to solve for the start-
ups as well as for the industry.

Structure

The chapter covers the following topics:

Introduction to cloud

History and evolution

Cloud delivery models

Cloud deployment models
Microsoft Azure as a cloud provider

Azure essentials
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2 Learning Azure API Management

Objectives

After reading this chapter, the reader will be able to explain the concepts relevant to the
cloud to anyone new to it. They will be able to wisely choose the right type of services
from Azure as a cloud provider for the organization's needs and fulfil them. One would
also be well-versed with the various cloud deployment models and cloud delivery models
available for consumers in the market.

Introduction to cloud

If you watch movies on any of the over-the-top (OTT) platforms like Netflix or Amazon
Prime Video, or if you use an application like Microsoft OneDrive or Google Photos to
store files such as images, videos, and any other kinds of data, you are already a user
of cloud. To simplify further, most of the on-demand services that you are using these
days by making use of the internet are outcomes of cloud computing services offered by
some of the top technology companies in the world, like Microsoft, Amazon, and Google.
While Microsoft’s Cloud platform is called Azure, Amazon and Google offer Amazon
Web Services (AWS) and Google Cloud Platform (GCP), respectively.

Imagine you have started your business, and you initially kicked off with a one-person
company in a single room with just one computer doing it all for you. You do not need
anything other than the internet and electricity to cater to your business needs, apart
from some other business-specific essentials. Now, as you scale up, you will require more
people, more storage, more computing, and hence more devices.

You could still manage the storage with extra hard disk drives (HDDs) and solid-state
drives (SSDs) till you go beyond a certain point. But soon, what you might realize is
that buying more stuff corresponds to more costs not only in terms of purchase but
maintenance as well because you will now need a technical team to handle the disaster/
fault recovery cases. Also, it is not always true that you utilize whatever you purchase to
the fullest. This underutilization is another overhead. This is exactly the problem that a lot
of tech companies often face as they install more and more servers on their premises. The
following is a popular hologram of cloud computing (refer to Figure 1.1):
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Figure 1.1: Cloud computing
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To solve this, assume you have a service that offers you storage for all your data, compute
for all that you are doing using your local devices/ machines, and infrastructure to manage
all the overheads such as maintenance, security, recovery, tech team, etc., for a nominal fee.
Yes, this is exactly what the cloud service providers have to offer. An added advantage
that would follow is that you pay only for what you use, that is, the pay-as-you-go pricing
model gives you the flexibility to immediately scale up or down according to your needs,
thereby avoiding any overheads of incurring additional costs for underutilized resources.

Importantly, what one would need to leverage these services is the internet. This is because
all of the services that the cloud provider offers are hosted remotely, and one needs to
connect to them using the internet and pay as per consumption.

As mentioned earlier, in addition to Microsoft, Amazon, and Google, today, companies
like IBM, Alibaba, Oracle, Salesforce, and Apple have also been investing heavily in this
area and thus providing cloud services.

A simple example of how it impacts end users like us would be the fact that the number
of movies that we can watch on our phones/laptops no longer depends on the storage
of our devices, unlike a decade ago. With OTT platforms hosting all of these remotely
and streaming them for us on an on-demand basis, the cloud has been a game changer.
We can access and restore all our data, be it movies, songs, pictures, videos, documents,
etc., by using an active subscription from the respective cloud provider and internet, from
anywhere across the world within minutes.

History and evolution

Cloud computing technology has advanced over time. The 1950s saw the introduction of
large-scale mainframes with enormous processing capability, which is when the idea of
cloud computing first emerged. The practice of time-sharing and resource pooling was
developed to take advantage of mainframes' computational capability. Multiple users
could access the same storage layer and CPU power from any terminal, thanks to open
terminals, which were created with the sole intention of facilitating mainframe access.
With the introduction of virtual machine (VM) technology in the 1970s, mainframes could
support multiple virtual systems or virtual machines on a single physical node.

The VM technology improved the shared access mainframe application from the 1950s
by enabling numerous distinct compute environments to coexist on the same physical
hardware. Even though the resources were shared, each VM ran guest operating systems
that operated as if they had their RAM, CPU, and storage.

Virtualization thus became a technology driver and a huge catalyst for some of the biggest
evolutions in communications and computing. Even 20 years ago, physical hardware
was quite expensive. With the internet becoming more accessible and the need to make
hardware costs more viable, servers were virtualized into shared hosting environments,
virtual private servers and virtual dedicated servers using the same types of functionalities
provided by the virtual machine operating system.
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So, for example, if a company needed n number of physical systems to run an application,
they could take one physical node and split it into multiple virtual systems. This was
enabled by hypervisors. A hypervisor is a small software layer that enables multiple
operating systems to run alongside each other, sharing the same physical computing
resources. [t also separates the virtual machines, logically assigning each slice of underlying
computing power, memory, and storage, preventing VMs from interfering with each
other. If, for example, one operating system suffers a crash or security compromise, others
can keep working. As technologies in hypervisors improved and they could share and
deliver resources reliably, some companies decided to make cloud benefits accessible to
users who did not have an abundance of physical servers to create their cloud computing
infrastructure. Since the servers were already online, the process of spinning up a new
instance was instantaneous. Users could now order cloud resources they needed from a
larger pool of available resources, and they could pay for them on a pay-as-you-go basis.

This pay-as-you-go or utility computing model became the key driver for cloud computing
taking off. Thisallowed companies as well as individual developers to pay for the computing
resources as and when they used them, just like units of electricity. This allowed them to
switch to a more cash-flow-friendly Operational Expense (OpEx) model from a Capital
Expense (CapEx) model. This model appealed to all sizes of companies. Those who have
little or no hardware and even those who have lots of hardware, because now, instead of
making a huge capital expenditure on hardware, they could pay for compute resources as
and when needed. It also allowed them to scale workloads during usage peaks and scale
down when usage subsided. This gave rise to modern-day cloud computing. The impact
of the evolution of the cloud has been immense.

Cloud delivery models

Customers these days need flexible pricing and support models to cater to their business
needs. This is offered to them by various delivery models, as explained in this section.
These distinct models give them control over the various resources that they seek from the
cloud provider and draw clear distinctions between the accountability of the same.

To understand this better, let us go back to our example of setting up a business and
analyze the requirements step-by-step to develop a consolidated stack of resources. Let us
assume that we need to host an application that we have built for our consumers. To build
an entire infrastructure for the same, we would need the resources as explained:

1. The first thing we need to do is purchase some servers. This comprises the hardware
that will run the application and may include CPUs, memory, motherboards, etc.
Therefore, we get the first deck in our stack (refer to Table 1.1):

Servers Memory, CPU, Motherboard

Table 1.1: Server components
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2. Next, we need our infrastructure to connect to the external world and with the
resources present across the globe. This calls for networking infrastructure that
includes routers, switches, the Internet, etc. Our stack, therefore, shall look like
Table 1.2:

Networking | Routers, Switches, Internet

Servers Memory, CPU, Motherboard

Table 1.2: Added networking components

3. Since the servers essentially need storage, these can be SSDs, HDDs, disks etc.
The Server, Storage, and Networking together fulfil the hardware needs of the
business. With these three fundamentals of hardware in place, our stack now
looks like Table 1.3 below:

Storage SSD, HDD, Disks

Networking | Routers, Switches, Internet

Servers Memory, CPU, Motherboard

Table 1.3: Added storage components

4. Now that we have the hardware ready and to best utilize these physical
components, we need some virtualization software so that we can run multiple
virtual machines on a single physical node (hardware machine). This will help
us host multiple applications and maintain proper separation between each of
them, even if the underlying physical infrastructure remains the same. Each of
the virtual machines that we create to host multiple applications would need an
operating system like Windows or Linux. Hence, we get our next deck in the stack
as shown below (refer to Table 1.4):

Operating systems | Windows, Linux
Virtualization Virtual Machines

Storage SSD, HDD, Disks
Networking Routers, Switches, Internet
Servers Memory, CPU, Motherboard

Table 1.4: Added OS and virtualization components

5. Atypical application would usually need additional software called middleware to
support the application and requires a runtime as well for hosting the application
in real-time. Runtime can be an IIS web container for a web application, and it can
be Docker for a container-based application. The runtime is usually managed by
the customer. With these two added layers, our final stack looks as shown with
the application and data represented on the top (refer to Table 1.5):
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